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1. IPMI OS Drivers and Open Source Software

AST2400 firmware is full compliant with IPMI 2.0 specification. So users could use
standard IPMI driver comes from operation system distribution.

1.1 Windows IPMI Driver

AST2400 supports Intel reference driver, you can get it from
http://www.intel.com/design/servers/ipmi/tools.htm
From Windows Server 2003 R2, Microsoft also provide in box IPMI driver. You can

use it also.

1.2 Open IPMI Driver on Linux

AST2400 supports the Open IPMI driver in Linux Kernel. Use the following
commands to load IPMI drivers.

“modprobe ipmi_devintf’

“modprobe ipmi_si”

If you use old version Linux Kernel, you need to replace module “ipmi_si” with

“ipmi_kcs”

Note that TYAN motherboard BIOS encodes IPMI Base IO address at OXxCA2 in its
DMI table IPMI entry, any generic OS IPMI drivers should have no problem to
support it.

1.3 IPMI Tool and Other Open Source Software

AST2400 supports open source software IPMI Tool, you can also use other ones
like Open IPMI, IPMI Utility. Note that for IPMI Tool SOL session, user needs to use
BIOS setup menu to configure “Remote Serial Console Redirect” to use COMA, and
set baud rate to 38.4K, 8 bits, no parity, and Xon/Xoff handshaking.
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2. SP-X WEB GUI

2.1 MegaRAC® GUI Overview

The MegaRAC® SP-X SoC (System-on-Chips) has an AMI generic, user-friendly
Graphics User Interface (GUI) called the MegaRAC® GUL. It is designed to be easy
to use. It has a low learning curve because it uses a standard Internet browser. You
can expect to be up and running in less than five minutes.

2.2 User Name and Password

Initial access of MegaRAC SP-X prompts you to enter the User Name and
Password. A screenshot of the login screen is given below.

)\

TVAN(® ol

)

Username:

Password:

Forgot Pagsword?
Required Browser Settings
1. Alow popups from this site @
2 Alowfile download fromhis site. (Howto )
3 Enable javascriptforthis site @
4 Enable cookies fortis site @

Itis recommended notto use Refresh, Back and Forward options of the
browser.

Default User Name and Password

The default user name and password are as follows:

Username: root

Password: superuser

NOTE:

. The default user name and password are in lower-case characters.

. When you log in using the user name and password, you get full
administrative rights. It is advised to change your password once you login.
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2.3 Dashboard

In MegaRAC GUI, the Dashboard page gives the overall information about the
status of a device. To open the Dashboard page, click Dashboard from the main
menu. A sample screenshot of the Dashboard page is shown below.

Dashboard
Dashboard
Dashboard gives the overall information aboutthe status ofthe device and remote server.
Device Information Sensor Monitoring EventLogs
Device Power Status: On P [] 0E: CPUD Thermal status (100%)
Firmware Revision:  FT77A-87059 R1.08 Status Sensor Reading S [rreespace %)
Firmware Build Time: May 6 2014 15:48:39 P e ) \
System Information ©®  PCH_AresTemp  Notavailale A [ |
BIOS Revision: @  LSI_SAS2008_Temp Notavailable # \ /
Ses T ® uEPCHTemp 0-c » \,
Network Information (Edit) @® CPUODTS Temp 91°C » \
MIAC Address QOE0BIENFEST ® CPUI_DTS_Temp  Notavailable &£ o
V4 Netwark Mode: DHCP
1P Address: 10.60.254.75 ® CPUO_PECI Value -1°C »
W& Network blode=DHCE ©  CPU1PECIValue NotAvailable 2
e ®  CPUO_VCore 052vos O
Remote Control @  CPu1vCore Not Available
®  CPUO_Memory 041vots R
®  CPUT_Hemory Not Available 2
® veaT 0754Volts A
® a3 0stvons R
® s 1296Volts A
® v 200vons R
@®  cPuo_DmM_AD Not Available
®  CPUODIMM AT Not Available
®  crPuo_DmM_A2 Not Available
© CPUODMM B0  NotAvailabie »
@®  CPUo_DMM B1 Not Available
© CPUODMM B2  NotAvailable P
© CPUODMM CO  Natavailable A
© CPUODMMCI  NotAvailanie »
© CPUODMM CZ  Notavailale A
© CPUODMM DD  NotAvailable »
© CPUODMMDI  Notavailable A
® CPUODIMM D2 NotAvailable P
® cPUFAN Not Available &
®  sYsFAN1 Not Available 2
® svsFan2 4300RPM O
® sysFAN3 Not Available
©®  SYSFAN4 Not Available
® SYSFANS Not Available
©®  SYSFANG Not Available
®  SsYsFANT Not Available
©® SYSFANS Not Available
® sysFaN9 Not Available &
©®  sysFALT Not Available 2
@ sys_Fan_ 1t NotAvailable
® svsFa12 Not Available
@®  PSU1Staws Not Available
®  Psu2stats Not Available
©®  PSUTPower Not Available
©®  PsU2Power Not Available
v
= [y oo Eime -



2.4 FRU Information

In MegaRAC GUI, the FRU Information Page displays the BMC FRU file information.
The information displayed in this page is Basic Information, Common Header
Information, Chassis Information, Board Information and Product Information of the
FRU device.

To open the FRU Information, click FRU Information from the top menu. Select a
FRU Device ID from the Basic Information section to view the details of the selected
device. A screenshot of FRU Information Page is given below.

TYAN(®

i root(Administrator) C Refresh £ Print__* Logout
Dashboard EFRulnfnnnaﬁnn] Server Health ~ Component  Configuration ~ Remote Control  Auto Video Recording  Maintenance  Firmware Update HELP

Field Replaceable Unit(FRU)

This page gives detailed information for the various FRU devices present in this system.

Basic Information:

FRU Device Name

Chassis Information:
Chassis Information Area Format Version 0
Chassis Type
Chassis Part Humber
Chassis Serial Number

Chassis Extra

Board Information:

Board Information Area Format Version il

Language 0

Manufacture Date Time HMon Oct7 15:22:00 2013
Board Manufacturer TYAN

Board Product Name

Board Serial Number
Board Part Number
FRU File ID
Board Extra
Product Information:
Product Information Area Format Version 0
Language 0
Manufacturer Name:
Product Name
Product Part Number
Product Version
Product Serial Number
Asset Tag
FRU File ID
Product Extra

; @ ot - Moo -




2.5 Server Health Group

The Server Health Group consists of two items.

Sensor Readings
Event Log

Audio Log

BSOD Screen

A screenshot displaying the menu items under the Server Health is shown below.

TYAN (®

i.root{Admi
Dashboard ‘ FRU Information | Server Health  Component  Configuration Remote Control  Auto Video Recording  Maintenance  Firmware Up

‘Sensor Readings
Event Log

Audit Log

BSOD Screen



2.5.1 Sensor Readings

In MegaRAC GUI, the Sensor Readings Page displays all the sensor related
information.

To open the Sensor Readings Page, click Server Health > Sensor Readings from
the top menu. Click on a record to show more information about that particular
sensor, including thresholds and a graphical representation of all associated events.
A screenshot of Sensor Readings Page is given below.

TVAN®

i root{Administrator) " Refresh % Print _* Logout
Dashboard  FRU Information ‘Server Health | Component  Configuration  Remote Control  Auto Video Recording  Maintenance  Firmware Update HELP.

Sensor Readings

Al sensor related information will be displayed here. Double click an a record to toggle (ON / OFF) the live widget for that particular sensor.

Al Sensors Sensor Count: 61 sensors

Name Status Current Reading >

PCIE_AI_Inlet Al deasserted Not Available

PCH_Area_Temp All deasserted Not Available PCI-E_Air_lnlet: Not Available ALLDEASSERTED,

LSI_SAS2008_Temp All deasserted Not Available SR o e e [rre—

WE FCH Temp. Normal (R

ST o Mldessoted Vot i Lover o Racoerstle 1) 103 et Recomto MRS KU

CPUD_PECI Value Upper Critical ERY owerCrical § G A sl o "
L EEe Lower Non-Gritical (LNG). A Upper Non-Gritical (UNC). Nis

CPU1_PECI_Value All deasserted Nat Available

CPUD_VCore Lower Criical 052 Volts

CPU1_VCare All deasserted Not Available

CPUO_Memary Lower Gritical 0.4 volts

CPUT_Memory All deasserted Not Available Sraphical Vie of this sensor's evente

VBAT Lower Criical 0.783 Valts

33v Lower Gritical 0.756 Valts LR [(0)

v Lower Criical 1.242 Volts

12v Lower Critical 2.025 Valts Le (@

CPUO_DIMI_AD All deasserted Not Available we |

CPUD_DIMI_AT All deasserted Not Available

CPUD_DIMM_AZ All deasserted Not Available UNR ((0)

CPUO_DIMI_BO All deasserted Nat Available e |0

CPUD_DIMI_B1 All deasserted Not Available

CPUO_DII_B2 All deasserted Not Available UNC (0

CPUO_DIMI_CO All deasserted Not Available over (9

CPUD_DIMI_C1 All deasserted Not Available

CPUO_DII_C2 All deasserted Not Available Diserete |(0)

CPUO_DIMI_DO All deasserted Not Available

CPUO_DII_D1 All deasserted Not Available ° oo R b of it 8 I

CPUO_DII_D2 All deasserted Not Available

CPU1_DIMI_AD All deasserted Not Available

CPU1_DIMI_A1 All deasserted Not Available

CPU1_DINI_A2 All deasserted Not Available

CPU1_DIMI_BO All deasserted Not Available

CPU1_DII_B1 All deasserted Not Available

CPU1_DII_B2 All deasserted Not Available

CPU1_DIMI_CO All deasserted Not Available

CPU1_DIMI_C1 All deasserted Not Available

CPU1_DIMI_C2 All deasserted Not Available

CPU1_DIMI_DO All deasserted Not Available

CPU1_DIMI_D1 All deasserted Not Available

CPU1_DIlI_D2 All deasserted Not Available

DM All deasserted Not Available

D2 All deasserted Not Available

D3 Normal 30°c

D4 All deasserted Not Available

CPU_FAN All deasserted Not Available

SYS_FAN_1 All deasserted Not Available

SYS_FAN_2 Normal 4300 RPW

SYS_FAN3 All deasserted Not Available

SYS_FAN_4 Alldeasserted Not Available

SYS_FANS All deasserted Not Available

SYS_FAN_G Al deasserted Not Available

SYS_FAN_T All deasserted Not Available

SYS_FANS All deasserted Not Available

SYS_FAN_O Al deasserted Not Available

SYS_FAN_10 All deasserted Not Available

SYS_FAN_11 All deasserted Not Available

SYS_FAN_12 Al deasserted Not Available

PSU1 Status All deasserted Not Available

PSU2 Status All deasserted Not Available

PSU1 Pawer All deasserted Not Available

PSUZ Power All deasserted Not Available
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2.5.2 Event Log

In MegaRAC GUI, this page displays the list of event logs occurred by the different
sensors on this device. Double click on a record to see the details of that entry.
You can use the sensor type or sensor name filter options to view those specific
events or you can also sort the list of entries by clicking on any of the column
headers.

To open the Event Log page, click Server Health > Event Log from the top menu.
A sample screenshot of Event Log Page is shown below.

TVAN®

 cootAdminisisator) - Refresh £ print  * Logout

Dashboard ~ FRU Information ‘ServerHealih Component  Configuration ~ Remote Control  Auto Video Recording  Maintenance  Firmware Update HELP.

Event Log

Events generated by the system will be logged here. Double-dlick on a record to see the description.

AllEvents | fiter by; [All Sensors ~ Event Log: 3639 event entries, 73 pages)
@ BMC Timezone O Client Timezone UTC Offset: (GMT+10) 1
x
3830 0510612014 16:43:48 OEM: CPUD Thermal Status Processor OEM Discrete - Asserted -
383 0510612014 15:43:48 OEM: GPUD Thermal Status Processer OEM Discrete - Asserted
3837 0510672014 15:43:40 OEM: CPUO Thermal Status Processar OEM Discrete - Asserted
2838 0510672014 18:43:45 OEM: CPUD Thermal Status Processar OEM Discrete - Deasserted
2835 0510612014 15:43:45 OEM: CPUD Thermal Status Processor OEM Discrete - Asserted
3834 051062014 15:43:44 OEM: GPUD Thermal Status Processer OEM Discrete - Deasserted
3833 0510672014 15:43:44 OEM: CPUO Thermal Status Processar OEM Discrete - Asserted
2832 0510812014 18:43:44 OEM: CPUD Thermal Status Processar OEM Discrete - Deasserted
3831 0510612014 15:43:44 OEM: CPUD Thermal Status Processor OEM Discrete - Deasserted
3830 osi 164344 OEM: GPUD Thermal Status Processer OEM Discrete - Deasserted L
Save Event Logs | [ Clear All Event Logs
F @ Torerot 7o i -
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2.5.3 Audio Logs

To open the Event Log page, click Server Health > Audio Logs from the top
menu. A sample screenshot of Audio Logs Page is shown below.

TYAN

£

* root(Administr: " Refresh 2 Print  * Logout
Dashboard ~ FRU Information | Server Health  Component  Configuration  Remote Control  Auto Video Recording  Maintenance  Firmware Update HELP
System & Audit Logs
This page displays logs of system and audit events for this device (if the options have been configured).
This Filter: 25 event entries
Time Stamp Hosthame Description 3
1 undefined NaN NaN:NaN:NaN localhost webgo: [1214 INFOJIP:10.61.196.195 Userroot Login WebUI ~
2 undefined NaN NaN:NaN:NaN localhost ‘webgo: [1214 INFOJIP:10.61.196.195 Userroot Logout WebUI.
3 undefined NaN NaN:NaN:NaN localhost ‘webgo: [1214 INFO)IP:10.83.40.102 User:raot Login WebUI.
4 undefined NaN NaN:NaN:NaN localhost ‘webgo: [1214 INFOJIP:10.83.40.102 User:root Logout WebUI
5 undefined NaN NaN:NaN:NaN localhost ‘webgo: [1214 INFO)IP:10.83.40.102 User:raot Login WebUl.
5 Undefined NiaN NaN:Nal:Nan localnost webge: [1214 INFOJIP:10.83.40.102 Userroot Lagout WebUI
7 undefined NaN NaN:NaN:NaN localhost webgo: [1214 INFO)IP:10.83.40.102 User:root Login WebUI.
8 undefined NaN NaN:NaN:NaN localhost webgo: [1214 INFOJIP:10.83.40.102 Userraot Logout WebUI
9 undefined NaN NaN:NaN:NaN localhost ‘webgo: [1214 INFO)IP:10.83.40.102 User:raot Login WebUI.
10 undefined NaN NaN:NaN:NaN localhost ‘webgo: [1214 INFOJIP:10.83.40.102 User:root Logout WebUI
" undefined NaN NaN:NaN:NaN localhost webgo: [1214 INFO)IP:10.83.40.102 User:raot Login WebUl.
12 Undefined NiaN NaN:Nal:Nan localnost webge: [1214 INFOJIP:10.83.40.102 Useroot Lagout WebUI v
ET @ Tnternet Gav oy -
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2.5.4 BSOD Screen

If system into blue screen state, the BSOD screen show the last screen. If the
system is in normal state, the BSOD screen is not available.

& root(Administrator)  Refresh ) Print  * Logout
Dashboard  FRU Information ‘Server Health | Component Configuration ~Remote Control  Auto Video Recording ~ Maintenance  Firmware Update HELP

This page displays the snapshot of the blue screen captured if the hostsystem crashed sinee Iast reboot

BSOD SCREEN IS NOT AVAILABLE.

i @it Fa - muoox -
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2.6 Configuration Group

This group of pages allows you to access various configuration settings. A detailed
description of each configuration group is given ahead. A screenshot of
Configuration Group Page is shown below.

TYAN (®

.r00 o) Refresh. $2 Print. .~ Logout
‘ Dashboard ‘ FRU Information  Server Health ~ Component  Configuration  Remote Control  Auto Video Recording  Maintenance  Firmware HELP
Active Directory L |
DNS
Event Log

Images Redirection
LDAP/E-Directory
License

Mouse Made
NG|

Network

Network Link
NTP

PAM Order

PEF

RADIUS

Remote Session

System Firewall
Users.

Virtual Media

14



2.6.1 Active Directory

An active directory is a directory structure used on Microsoft Windows based
computers and servers to store information and data about networks and domains.
An active directory (sometimes referred to as an AD) does a variety of functions
including the ability to provide information on objects, helps organize these objects
for easy retrieval and access, allows access by end users and administrators and
allows the administrator to set security up for the directory.

This page allows you to configure Active Directory Server Settings.
To open the Active Directory Settings Page, click Configuration - Active

Directory from the main menu. A sample screenshot of Active Directory Settings
Page is shown in the screenshot below.

TYAN(®

" Refresh ¥ Print  ~ Logout
Dashboard  FRU Information  Server Health ~ Component | Configuration | Remote Control  Auto Video Recording ~ Maintenance  Firmware Updat HELP

Active Directory Settings

Advanced Settings

The ‘Active Directory is currently disabled. To enable Active Directory and configure its settings. Click on‘Advanced Seftings” bution

The list below shows the currentlist of configured Role Groups. If you would like to delete or modify a ole group, select the name in the listand click Delete Role Group or Modify Role Group. To add a new Role Group, selectan
unconfigured slot and click Add Rale Group.

Mumber of configured Role groups: 0

Role Group ID_» Group Name Group Domain Group Privilege

2
3
n
5

[ @ Internet o s -

15



2.6.2 DNS

The Domain Name System (DNS) is a distributed hierarchical naming system for
computers, services, or any resource connected to the internet or a private network.
It associates the information with domain names assigned to each of the
participants. Most importantly, it translates domain names meaningful to humans
into the numerical (binary) identifiers associated with networking equipment for the
purpose of locating and addressing these devices worldwide.

In MegaRAC GUI, the DNS Server Settings page is used to manage the DNS
settings of a device.

To open the DNS Server Settings Page, click Configuration > DNS from the main
menu. A sample screenshot of DNS Server Settings Page is sown in the screenshot
below.

TYAN®

i.root(admi )" Refresh % Print  * Logout
Dashboard  FRU Information ~ Server Health ~ Component | Configuration | Remote Control  Auto Video Recording  Maintenance  Firmware Update HELP

DNS Server Settings

lanage DNS settings of the device

Host Configuration

Host Settings 4

Register BMC
etho Register BHC
© DirectDynamic DNS ) DHCP Client FQDN
TSIG Configuration
TSIG Authentication [0 Enable

Current TSIG Private File NotAaiale ]

T PR ]
Domain Name Configuration

Domain Settings etho_v4 v
Domain Name Server Configuration

DNS Server Settings eth0 v

P Priority @pve O 1P

DNS Servert

DNS Server2

v

F @it ‘- B -
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2.6.3 EventLog

This page is used to configure the SEL type, that is Linear SEL or Circular SEL.
Linear SEL type will store the System Event log linearly up to its SEL Repository
size and SEL will be discarded if the SEL Repository is full. Circular SEL type will
store the System Event log linearly up to its SEL Repository size and override the
SEL entry if the SEL Repository is full.

To open System Event log page, click Configuration > Event Log from the menu bar.
A sample screenshot of System Event log page is shown below.

£

8 root(Administrator) " Refresh ) Print * Logout
Dashboard  FRU Information  Server Health ~ Component ‘[nnﬁguraﬁnn‘ Remote Control  Auto Video Recording ~ Maintenance  Firmware Update HELP
Syeh
y Event Log
This page is used to configure the System Eventlog information
Current Event Log Policy : LINEAR
Enable Linear EventLog Policy
© Enable Circular Event Log Policy
2 @ Tnternet Gy R -

System Event Log Page

The fields of System Event Log page are explained below.
Current Event Log Policy: Displays the configured Event Log Policy.

. Enable Linear Event Log Policy: To enable the Linear System Event Log
Policy for Event Log.

. Enable Circular Event Log Policy: To enable the Circular System Event Log
Policy for Event Log.

Save: To save the configured settings.

Reset: To reset the modified changes.

17



2.6.4 Image Redirection

This page is used to configure the images into BMC for redirection. This can be
done either by uploading an image into BMC say, Local Media or by mounting the
image from the remote system, Remote Media.

To open Images Redirection page, click Configuration > Images Redirection from
the menu bar. A sample screenshot of Images Redirection page is shown below.

TVAN®

 root(Ademinisirator) - Refresh  $3 print  * Logout

Dashboard ~ FRU Information ~ Server Health ~ Component | Configuration | Remote Control  Auto Video Recording  Maintenance  Firmware Update. HELP

Images Redirection

The page is used to configure the images into the BIC for redirection. This can be done either by uploading  image into BNIC as ‘Local Media’ or mounting the image from the remote system as

Remote Media. Local and Remote Media are currently disabled. To configure Local or Remote Media Settings. Click the ‘Advanced Settings’ button debanced,Setings
Local Media ‘ ‘ Remote Media
Number of available Images: 0
# 3 Image Type Image Name Image Information
1 Floppy ~ ~
2 CDDVD -~ -~
3 Harddisk

& @ Toternet G muox -

The fields of Images Redirection page are explained below.

. Local Media

Remote Media

18



Advanced Setting for Media Redirection
Enter the Advanced Media Settings for media redirection.

=

Advanced Media Settings

Local Media Support [Jenable

Remote Media Support [¥IEnable

Server Address

Source Path

Share Type NFS v
Usemame

Password

Domain Name

Save Cancel

Local Media Support: To enable or disable Local Media support, check or uncheck
the ‘Enable’ checkbox respectively.

Remote Media Support: To enable or disable Remote Media support, check or
uncheck the ‘Enable’ checkbox respectively.

Note: Both local and remote media support can be enabled at a time
Server Address: Server address of the remote media images are stored.
Source Path: Source path of the remote media images are stored.

Share Type: Share Type of the remote media server either NFS or Samba(CIFS).
Username, Password and Domain Name: If share Type is Samba(CIFS), then user
credentials to authenticate the server.

Save: To save the settings.

Cancel: To cancel the modifications and return to Image list.

19



Local Media

This tab displays the list of available images in the local media on BMC. You can
replace or add new images from here. To configure the image, you need to enable
Local Media support under Images Redirection -> Advanced Settings. Once you
enable this option, the user can add the images and the added images will be
redirected to the host machine

Note: To replace or add an image, you must have Administrator Privileges. Only
one image can be uploaded for each image type. If the existing image and
uploading image name is same, then a message is shown “Image already exists”.
In Local Media redirection, the maximum upload size is 8MB. The fields of Local
Media tab is as follows:

Add Image: To upload a new image to the device.

Replace Image: To replace the existing image.

Delete Image: To delete the desired image.

Procedure:

1. To add, remove or modify images, click Advanced Settings and make sure Local
Media Support option is enabled. If not, disable Remote Media Redirection and then
enable Local Media Redirection.

2. Click on the Local Media Tab.
3. To add an image, select a free slot and click Add Image to upload a new image

to the device. Alternatively, double click on a free slot to add an image. A sample
screenshot of Add Image screen is given below.

><] |

Add Image

Image Type Harddisk

Image File

4. To replace an image, select a configured slot and click Replace Image to replace
the existing image. Alternatively, double click on the configured slot.

5. Browse the image File and click Replace

6. To delete an image, select a record and click Delete Image to delete the selected
image.

20



Remote Media

The displayed table shows configured images on BMC. You can configure images
of the remote media server.

TYAN(®

or) O Refresh 2 Print * Logout
Dashboard ~ FRU Information  Server Health ~ Component | Configuration =~ Remote Control  Auto Video Recording ~ Maintenance  Firmware Update HELP

Images Redirection

The page s used o configure the images into the BHC for redirection. This can be done either by uploading a image into BIC as "Local Media’ ar mounting the image from the remote system as Advanced Setings
‘Remote Media’. Remote Media s currently disabled. To configure Local or Remote Hedia Settings. Click the ‘Advanced Settings” button

Local Media H Remote Media

Number of available Images: 0

# Image Type Image Name > Redirection Status
1 Floppy - -

2 CDDVD

3 Harddisk

S 7 @ Internet Ga e Mok -

Note: Only one image can be configured for each image type. To configure the
image, you need to enable Remote Media support using ‘Advanced Settings’. To
add or replace an image, you must have Administrator Privileges. Free slots are
denoted by “~". The fields of Remote Media tab are as follows:

Start/Stop Redirection: To start or stop Media redirection.

Add Image: To upload a new image to the device.

Replace Image: To replace the existing image.

Delete Image: To delete the desired image.

Procedure:

1. To Start/Stop Redirection and configure remote media images, click Advanced
Settings and make sure Remote Media Support option is enabled. If not, disable
Local Media Redirection and then enable Remote Media Redirection.

Note: The Start Redirection button is active only for VMedia enabled users.
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2. Select a configured slot and click Start Redirection to start the remote media
redirection. It is a toggle button, if the image is successfully redirected, then click
Stop Redirection to stop the remote media redirection.

3. To add an image, select a free slot and click Add Image to configure a new
image to the device. Alternatively, double click on a free slot to add an image.

4. To replace an image, select a configured slot and click Replace Image to replace
the existing image. Alternatively, double click on the configured slot.

5. To delete an image, select the desired image to be deleted and click Delete
Image.

Note: Redirection needs to be stopped to replace or delete the image.
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2.6.5 LDAP

The Lightweight Directory Access Protocol (LDAP) is an application protocol for
querying and modifying data of directory services implemented in internet Protocol
(IP) networks.

To open the LDAP Settings Page, click Configuration - LDAP from the main
menu. A sample screenshot of LDAP Settings Page is shown in the screenshot
below.

TVAN (®

i root{Administrator)  © Refresh %2 Print  * Logout
Dashboard ~ FRU Information  Server Health ~ Component | Configuration | Remote Control  Auto Video Recording ~ Maintenance  Firmware Update HELP.

LDAP/E-Directory Settings

LDAP/E-Directory i currently disabled. To enable LDAP/E-Directory and configure its settings. Click an ‘Advanced Setings” button. Advanced Settings

The list below shows the current list of configured Role Groups. If you would like to delete of modiy a fole group, select the name in the list and click Delete Role Group or Modify Role Group. To add a new Role Group, select an
uncenfigured slot and click Add Role Group.

Number of configured Rele groups: 0

Role GroupID Group Name Group Search Base Group Privilege

1
2
3
4
5

£ 7 @ Internet a | Rk -
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2.6.6 License

The License page is used to display the available services and it’s validity period.
To open License page, click Configuration > License from the menu bar. A sample
screenshot of License Page is shown below.

TVAN (@

& root(Administrator) " Refresh %2 Print = Logout
Dashboard ~ FRU Information ~ Server Health  Component | Configuration | Remote Control  Auto Video Recording  Maintenance  Firmware Update HELP

License

Below is a list of available Features and its License validity. Click the “Upload License Key” button to upload a new Key to activate the particular feature.

Number of Licensed Features: 3

# 3 Feature Name Validity
1 cinl Full
2 Kvi Full
3 WEDIA Full
Upload License Key
7l @ Internet s~ R -

The fields of License page are explained below. Upload License Key: This button is
used to add a license key to activate the particular service.

Feature Name: This field is used to list all the available services.

Validity: This field is used to show the validity of the particular service.

NOTE: Validity period mentioned in days.
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Procedure

1. To add a license key, click Upload License Key button. This opens the Upload
license Key window as shown below.

|

Upload License Key

License Key

2. Enter the License Key.
3. Click Add to add the license key.
4. Click Cancel to go back to the License page.

5. The added license can be seen in the grid.
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2.6.7 Mouse Mode

In MegaRAC GUI, Redirection Console handles mouse emulation from local
window to remote screen in either of two methods. User has to be an Administrator

to configure this option.

To open the Mouse Mode Page, click Configuration > Mouse Mode from the
main menu. A sample screenshot of Mouse Mode Settings page is shown in the

screenshot below.

TYAN(®

§ root(Administrator)

Dashboard ~ FRU Information  Server Health  Component | Configuration | Remote Control  Auto Video Recording ~ Maintenance  Firmware Update

Mouse Mode Settings

 Refresh % Print. * Logout
HELP

Redirection consele mouse mode setings can be modified here

Current Mouse Wode : ABSOLUTE
© Setiods 1o Relatve (Recommended when serer 0S is Linux)
SetMode to Absolute (Recommended when server O Is Windows)

© SetMiods to Other Hode (Recommended for SLES-110S nstalation)

@ et

Ghv Wi -

Note: When server OS is Redhat 6.x, please select the absolute mouse mode
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2.6.8 NCSI

In MegaRAC GUI, this page is used to configure Network Controller Sideband
Interface (NCSI) configuration settings.

To open the NCSI Page, click Configuration - NCSI from the main menu. A
sample screenshot of NCSI Settings Page is shown in the screenshot below.

TYAN(®

 cootAdminisicator) - Refresh £ print  * Logout
Dashboard ~ FRU Information  Server Health ~ Component | Configuration ~ Remote Control  Auto Video Recording  Maintenance ~ Firmware Update HELP

NCSI Settings

The following optians are for configuring the channel number and package ID information for the NCS! interface
Current NC S Mode : MANUAL SWITCH
© setNCS! Hode to Auto Failover Mode
@ setNCS! Hode o Manual Switch Mode
NCSlinterface [ ethO v
Channel Number |0 v

Package ID 0 v

@ it G| mim -

NCSI Interface: It lists the interface name in list box.

Channel Number: Lists the channel number of the selected interface.
Package ID: Lists the package id of the selected interface.

Save: To save the current changes.

Reset: To reset the modified changes.

Procedure

1. Choose the particular NCSI Interface to which you need to configure NCSI
settings.

2. Choose the Channel Number to be configured for the selected Interface name.
3. Choose the Package ID to be configured for the selected Interface name.

4. Click Save to save the current changes.

5. Click Reset to reset the modified changes.
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2.6.9 Network

In MegaRAC GUI, the Network Settings Page is used to configure the network
settings for the available LAN channels.

To open the Network Settings Page, click Configuration - Network from the main
menu. A sample screenshot of Network Settings Page is shown in the screenshot
below.

& root{administrator) " Refresh %2 Print = Logaut

Configuration

Network Settings _
Wanage network settings of the device.
LAN Interface eth) v
LAN Seftings Enable
MAC Address 00E0:81E9F6:51
1Pv4 Configuration
Obtain an IP address automatically Use DHCP
1Pv4 Address
Subnet Mask
Defauit Gateway
IPV6 Configuration
IPVG Settings Enable
Obtain an IP address automatically Use DHCP
1Pv6 Address
Subnet Prefix length
Defauit Gateway
VLAN Configuration
VLAN Settings [ Enable

VLANID

VLAN Priority

.

@ Internet o R -

The fields of Network Settings page are explained below.
LAN Interface: Lists the LAN interfaces.
LAN Settings: To enable or disable the LAN Settings.

MAC Address: This field displays the MAC Address of the device. This is a read
only field.

IPv4 Settings: This option lists the IPv4 configuration settings.

Obtain IP Address automatically: This option is to dynamically configure IPv4
address using DHCP (Dynamic Host Configuration Protocol).

IPv4 Address, Subnet Mask, and Default Gateway: These fields are for specifying
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the static IPv4 address, Subnet Mask and Default Gateway to be configured to the
device. MEGARAC SP-X USER GUIDE Configuration Group 68

Note:
- IP Address made of 4 numbers separated by dots as in “xXxx.XXX.XXX.XXX".

- Each Number ranges from 0 to 255.

- First Number must not be 0.
IPv6 Configuration: This option lists the following IPv6 configuration settings.
IPv6 Settings: This option is to enable/disable the IPv6 settings in the device.

Obtain an IPv6 address automatically: This option is to dynamically configure
IPv6 address using DHCP (Dynamic Host Configuration Protocol).

IPv6 Address: To specify a static IPv6 address to be configured to the device. Eg:
2004::2010

Subnet Prefix length: To specify the subnet prefix length for the IPv6 settings.

Note:
- Value ranges from 0 to 128.

Default Gateway: Specify v6 default gateway for the IPv6 settings.
VLAN Configuration: It lists the VLAN configuration settings.
VLAN Settings: To enable/disable the VLAN support for selected interface.

VLAN ID: The Identification for VLAN configuration.

Note:
- Value ranges from 1 to 4095.

VLAN Priority: The priority for VLAN configuration.

Note:
- Value ranges from 1 to 7.

- 7 is the highest priority for VLAN.

Save: To save the entries.
Reset: To Reset the modified changes.

29



Procedure

1. Select the LAN Interface from the drop down list.
2. Check Enable to enable the LAN Settings.

3. In IPv4 Configuration, enable Use DHCP to Obtain an IP address automatically
to dynamically configure IPv4 address using DHCP.

4. If the field is disabled, enter the IPv4 Address, Subnet Mask and Default
Gateway in the respective fields.

5. In IPv6 Configuration, if you wish to enable the IPv6 settings, check Enable.

6. If the IPv6 setting is enabled, enable or disable the option Use DHCP for
obtaining the IP address automatically.

7. If the field is disabled, enter the IPv6 Address, Subnet Prefix length and Default
Gateway in the given field.

8. In VLAN Configuration, if you wish to enable the VLAN settings, check Enable.
9. Enter the VLAN ID in the specified field.

10. Enter the VLAN Priority in the specified field.

11. Click Save to save the entries.

12. Click Reset if you want to reset the modified changes
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2.6.10 Network Link

In MegaRAC GUI, this page is used to configure network link configuration for
available network interfaces.

To open the Network Link Page, click Configuration > Network Link from the
main menu. A sample screenshot of Network Link Configuration Page is shown in
the screenshot below.

TYAN(®

& root(Administrator)  Refresh X Print  * Logout
Dashboard  FRU Information ~ Server Health  Component | Configuration | Remote Control  Auto Video Recording ~ Maintenance  Firmware Update HELP

Network Link Configuration

Manage network link settings of the device.
LAN Interface eth) v
Auto Negotiation @ on O ofF
Link Speed

Duplex Mode

@it Fa - muoox -

The fields of Network Link page are explained below.

LAN Interface: Select the required network interface from the list to which the Link
speed and duplex mode to be configured.

Auto Negotiation: This option is enabled to allow the device to perform automatic
configuration to achieve the best possible mode of operation (speed and duplex)
over a link.

Link Speed: Link speed will list all the supported capabilities of the network
interface. It can be 10/100/1000 Mbps.

Duplex Mode: Duplex Mode could be either Half Duplex or Full Duplex.
Save: To save the settings.
Reset: To reset the modified changes.
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Procedure

1. Select the LAN Interface from the drop down list.
2. Select either ON or OFF for Auto Negotiation.

Note: The Link Speed and Duplex Mode will be active only when Auto Negotiation
is OFF.

3. Select the Link Speed from the drop-down list.
4. Select the Duplex Mode from the drop-down list.
5. Click Save to save the configuration.

6. Click Reset to reset the configuration.
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2.6.11 NTP Settings

The Network Time Protocol (NTP) is a protocol for synchronizing the clocks of
computer systems over packet-switched, variable-latency data networks. It is
designed particularly to resist the effects of variable latency by using a jitter buffer.

In MegaRAC GUI, this page displays the device current date and time settings. It
can be used to configure either Data & Time or NTP server settings for the device.

To open the NTP Settings Page, click Configuration > NTP from the main menu.
A sample screenshot of NTP Settings Page is shown in the screenshot below.

TYAN(®

 root(Ademinisicator) - Refresh  $3 print  * Logout
Dashboard ~ FRU Information  Server Health  Component | Configuration ~ Remote Control  Auto Video Recording  Maintenance  Firmware Update HELP

NTP Settings

Here you can either configure the NTP server or view and modify the device's Date & Time setiings

Date: May v [12 ~||2014 >
(nhmmss)

Timezone: v
Primary NTP Server:

Secondary NTP Server:

[ Automatically synchronize Date & Time: with NTP Server

@ Tt Fa-| R -

The fields of Configuration — NTP are explained below.
Date: To specify the current date of the device
Time: To specify the current Time for the device.

Note: As Year 2038 Problem exists, Date and Time should be configured within the
range.

TimeZone: Timezone list contains the UTC offset along with the locations and
Manual UTC offset for NTP server, which can be used to display the exact local
time.

Primary NTP Server & Secondary NTP Server: NTP Server fields will support the
following:

- IP Address (Both IPv4 and IPv6 format).

- FQDN (Fully qualified domain name) format.

- FQDN Value ranges from 1 to 128 alpha-numeric characters.
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Automatically synchronize Date & Time with NTP Server: To automatically
synchronize Date and Time with the NTP Server.

Refresh: To reload the current date and time settings.
Save: To save the settings.
Reset: To reset the modified changes.

Procedure
1. Enter the Date and Time in the given fields.

Note: These fields are enabled only when the option Automatically synchronizes
Date & Time with NTP Server is disabled.

2. Select the Timezone from the drop-down list.

3. In the Primary NTP Server / Secondary NTP Server field, specify the NTP server
for the device.

Note: Secondary NTP server is optional field. If the Primary NTP server is not
working fine, then the Secondary NTP Server will be tried.

4. To Automatically synchronize Date & Time with NTP Server, enable the option.
5. Click Refresh button to reload the date and time settings

6. Click Save button to save the entries.

7. Click Reset button to reset the entries.
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2.6.12 PAM Ordering Settings

This page is used to configure the PAM ordering for user authentication in to the
BMC. Opening PAM Ordering page, click Configuration > PAM Order of the menu
bar. A sample screenshot of PAM Ordering Page is shown below.

TYAN®

Dashboard  FRU Information  Server Health ~ Component | Configuration | Remote Control  Auto Video Recording  Maintenance  Fir

PAM Ordering
This page is used to configure the PAH Ordering for the user authentication,
LDAP -
b
@ Toternet - (EEEmEE]

The fields of Configuration > PAM Ordering page are explained below.
Procedure

1. Select the required PAM module and click t button to move the module one step
before the existing module.

2. Select the required PAM module and click | button to move the module one step
after the existing module.

3. Click Save to save any changes made.
4. Click Reset to reset the modified changes.
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2.6.13 PEF

Platform Event Filtering (PEF) provides a mechanism for configuring the BMC to
take selected actions on event messages that is receives or has internally
generated. These actions include operations such as system power-off, system
reset, as well as triggering the generation of an alert.

In MegaRAC GUI, the PEF Management is used to configure the following:

° Event Filter

. Alert Policy

. LAN Destination

To open the PEF Management Settings Page, click Configuration > PEF from the

main menu. A sample screenshot of PEF Management Page is shown in the
screenshot below.

Event Filter Table

A PEF implementation is recommended to provide at least 16 entries in the event
filter table. A subset of these entries should be pre-configured for common system
failure events, such as over-temperature, power system failure, fan failure events,
etc. Remaining entries can be made available for ‘OEM’ or System Management
Software configured events. Note that individual entries can be tagged as being
reserved for system use - so this ratio of pre-configured entries to run-time
configurable entries can be reallocated if necessary.
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Dashboard  FRU Information  Server Health  Component | Configuration | Remote Control  Auto Video Recording  Maintenance  Firmware Update HELP

PEF Management

Use this page to configure Event Filter, Alert Policy and LAN Destination. To delete or modify a entry, selectitin the list and click Delete” or “Hodify”. To add a new entry, select an unconfigured siot and click “Add”

Event Filter Alert Policy ‘ ‘ LAN Destination
Configured EventFiter count: 15
PEFID Filter Configuration Event Filler Action Event Severity Sensor Name
1 Enabled Alert Unspecified Any
2 Enabled lert Unspecified Any
3 Enabled Alert Unspecifed Any
4 Enabled lert Unspecified Any
5 Enabled Alert Unspecified Any
[ Enabled lert Unspecified Any
T Enabled Alert Unspecifed Any
[} Enabled lert Unspecified Any
9 Enabled lert Unspecified any
1 Enabled lert Unspecified Any
1 Enabled Alert Unspecifed Any
2 Enabled lert Unspecified Any
13 Enabled lert Unspecified any
s Enabled lert Unspecified Any
15 Enabled Alert Unspecifed Any
1 - ~ ~ ~
7 ~ ~ ~ ~
8 ~ ~ ~ ~
19 - ~ ~ ~
20 B ~ ~ B
27 5 . 5 =
2 ~ ~ ~ ~
2 ~ ~ ~ ~
2 ~ = ~ ~
2% ~ ~ ~ ~
F3 ~ ~ ~ ~
27 - - ~ ~
28 ~ = ~ ~
2 ~ ~ ~ ~
30 ~ ~ ~ ~
El - - ~ ~
32 ~ = ~ ~
EE] ~ ~ ~ ~
T ~ ~ ~ ~
35 - - ~ ~
G ~ = ~ ~
a7 ~ ~ ~ ~
K] ~ - ~ ~
39 - - ~ ~
40 ~ = ~ ~

& @ Toternet
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The fields of PEF Management — Event Filter Tab are explained below.

This page contains the list of configured PEF’s.

PEF ID: This field displays the ID for the newly configured PEF entry (read only).
Filter configuration: Check box to enable the PEF settings.

Event Filter Action: Check box to enable PEF Alert action. This is a
mandatory field.

Event Severity: To choose any one of the Event severity from the list.
Sensor Name: To choose the particular sensor from the sensor list.
Add: To add the new event filter entry and return to Event filter list.
Modify: To modify the existing entries.

Cancel: To cancel the modification and return to Event filter list.

Procedure

1. Click the Event Filter Tab to configure the event filters in the available slots

2. To Add an Event Filter entry, select a free slot and click Add to open the Add
event Filter entry Page. A sample screenshot of Add Event Filter Page is
seen in the screenshot below.

38



TVAN®

4 root(Administrator)  Refresh 2 Print Logout.

Dashboard ~ FRU Information ~ Server Health  Component | Configuration | Remote Control  Auto Video Recording  Maintenance  Firmware Update. HELP

Add Event Filter entry

EventFilter Configuration

PEFID
Filter Configuration CJEnable

——
Filter Action configuration

EventFilter Action Aert

Power Acion
Alert Palicy Number
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Generator ID Data
Generatorio 1

Generator D 2

Event Generator Slavetype  Software type

Slave Address/Software ID

|
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IPHIB Device LUN

Sensor configuration

Event Options

Event Data configuration .
Event Trigger ]

Event Data 1 AND Hask [

Event Data 1 Compare 1 ]

Event Data 1 Compare 2 |

Event Data 2 configuration -
Event Data 2 AND Hask o 3
Event Data 2 Compare 1 [

Event Data 2 Compare 2 [

Event Data 3 configuration

Event Data 3 AND Hask ]

Event Data 3 Compare 1 [

Event Data 3 Compare 2 ] a




In the Event Filter Configuration section,

. PEF ID displays the ID for configured PEF entry (read-only).

. In filter configuration, check the box to enable the PEF settings.

. In Event Severity, select any one of the Event severity from the list.

In the Filter Action configuration section,

. Event Filter Action is a mandatory field and checked by default, which
enable PEF Alert action (read-only).

. Select any one of the Power action either Power down, Power reset or
Power cycle from the drop down list

. Choose any one of the configured alert policy number from the drop
down list.

NOTE: Alert Policy has to be configured - under Configuration > PEF > Alert

Policy.

In the Generator ID configuration section,

° Check Generator ID Data option to fill the Generator ID with raw data.
. Generator ID 1 field is used to give raw generator ID1 data value.

. Generator ID 2 field is used to give raw generator ID2 data value.
NOTE: In RAW data field, to specify hexadecimal value prefix with '0x'.

. In the Event Generator section, choose the event generator as Slave
Address - if event was generated from IPMB. Otherwise as System
Software ID - if event was generated from system software.

. In the Slave Address/Software ID field, specify corresponding I°C Slave
Address or System Software ID.
. Choose the particular channel number that event message was

received over. Or choose '0' if the event message was received via the
system interface, primary IPMB, or internally generated by the BMC.
. Choose the corresponding IPMB device LUN if event generated by

IPMB.

In the Sensor configuration section,

. Select the s type of sensor that will trigger the event filter action.

° In the sensor name field, choose the particular sensor from the sensor
list.

. Choose event option to be either All Events or Sensor Specific Events.

In the Event Data configuration section,
. Event Trigger field is used to give Event/Reading type value.
NOTE: Value ranges from 1 to 255.

. Event Data 1 AND Mask field is used to indicate wildcarded or
compared bits.
NOTE: Value ranges from 0 to 255.

° Event Data 1 Compare 1 & Event Data 1 Compare 2 field is used to
indicate whether each bit position's comparison is an exact comparison
or not.

NOTE: Value ranges from 0 to 255.
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10.
1.
12.
13.
14.

In the Event Data 2 configuration section,

. Event Data 2 AND Mask field is similar to Event Data 1 AND Mask.

. Event Data 2 Compare 1 & Event Data 2 Compare 2 fields are similar
to Event Data 1 Compare 1 and Event Data 1 Compare 2 respectively.

In the Event Data 3 configuration section,

. Event Data 3 AND Mask field is similar to Event Data 1 AND Mask.

° Event Data 3 Compare 1 & Event Data 3 Compare 2 fields are similar
to Event Data 1 Compare 1 and Event Data 1 Compare 2 respectively.

Click Modify to accept the modification and return to Event filter list.
Click Reset to reset the modification done.

Click on Cancel to cancel the modification and return to Event filter list.
In the Event filter list, click Modify to modify the existing filter.

In the Event filter list, click Delete to delete the existing filter.
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Alert Policy Tab

This page is used to configure the Alert Policy and LAN destination. You can add,
delete or modify an entry in this page.

TYAN(®

i © Refresh $2 Print = Logout
Dashboard ~ FRU Information  Server Health ~ Component | Configuration | Remote Control  Auto Video Recording ~ Maintenance  Firmware Update HELP.

PEF Management

Use this page to configure Event Filter, Alsrt Policy and LAN Destination. To delete or madify a entry, select tin the list and click “Delets” or "Modify". To add a new entry, select an unconfigured siot and dlick "Add

Event Filter H Alert Policy H LAN Destination

Configured Alert Policy count: 0
Policy Entry # - Policy Number > Policy Configuration Policy Set Channel Number > Destination Selector

=
2

I @ Dnternet G- m0n -

PEF Management — Alert Policy

The fields of PEF Management — Alert Policy Tab are explained below.

Policy Entry #: Displays Policy entry number for the newly configured entry (read-
only).

Policy Number: Displays the Policy number of the configuration.
Policy Configuration: To enable or disable the policy settings.

Policy Set: To choose any one of the Policy set values from the list.

0 - Always send alert to this destination.

1 - If alert to previous destination was successful, do not send alert to this
destination. Proceed to next entry in this policy set.

2 - If alert to previous destination was successful, do not send alert to this
destination. Do not process any more entries in this policy set.

3 - If alert to previous destination was successful, do not send alert to this
destination. Proceed to next entry in this policy set that is to a different
channel.
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4 - If alert to previous destination was successful, do not send alert to this
destination. Proceed to next entry in this policy set that is to a different
destination type.

Channel Number: To choose a particular channel from the available channel list.

Destination Selector: To choose a particular destination from the configured
destination list.

NOTE: LAN Destination has to be configured - under Configuration > PEF
- LAN Destination.

Add: To save the new alert policy and return to Alert Policy list.

Modify: To modify the existing entries.

Cancel: To cancel the modification and return to Alert Policy list.

Procedure:

1.

In the Alert Policy Tab, select the slot for which you have to configure the
Alert policy. That is, In the Event Filter Entry Page, if you have chosen Alert
Policy number as 4, you have to configure the 4th slot (the slot with Policy
Number 4) in the Alert Policy Tab.

Select the slot and click Add to open the Add Alert Policy Entry Page as
shown in the screenshot below.

Add Alert Policy entry

Policy Entry # 3

Policy Number 1 v
Policy Cenfiguration [JEnable
Policy Set 0 v
Channel Number 1 4
Destination Selector 1 4
Alert String [ Event specific

Alert String Key 0 v

Policy Entry # is a read only field.
Select the Policy Number from the list.

In the Policy Configuration field, check Enable if you wish to enable the
policy settings.

In the Policy Set field, choose any of the Policy set from the list.

In the Channel Number field, choose particular channel from the available
channel list.
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10.

1.
12.
13.

14.

15.

In the Destination Selector field, choose particular destination from the
configured destination list.

NOTE: LAN Destination has to be configured under Configuration > PEF >
LAN Destination. That is if you select the number 4 for destination selector in
Alert Policy Entry page, then you have to configure the 4th slot (LAN
Destination Number 4) in the LAN Destination tab.

In the Alert String field, enable the check box if the Alert policy entry is Event
Specific.

In the Alert String Key field, choose any one value that is used to look up the
Alert String to send for this Alert Policy entry.

Click Add to save the new alert policy and return to Alert Policy list.
Click Cancel to cancel the modification and return to Alert Policy list.

In the Alert Policy list, to modify a configuration, select the slot to be modified
and click Modify.

In the Modify Alert Policy Entry Page, make the necessary changes and
click Modify.

In the Alert Policy list, to delete a configuration, select the slot and click
Delete.
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PEF Management LAN Destination Page

This page is used to configure the Event filter, Alert Policy and LAN destination. A
sample screenshot of PEF Management LAN Destination Page is given below.
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PEF Management

Use this page to configure Event Filter, Alsrt Policy and LAN Destination. To delete or madify a entry, select tin the list and click “Delets” or "Modify". To add a new entry, select an unconfigured siot and dlick "Add

Event Filter ‘ ‘ Alert Policy ‘ ‘ LAN Destination
LAN Channet:| 1 ¥ Configured LAN Destination count: 0
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PEF Management LAN Destination

The fields of PEF Management — LAN Destination Tab are explained below.

LAN Destination: Displays Destination number for the newly configured entry (read
only).

Destination Type: Destination type can be either an SNMP Trap or an Email alert.
For Email alerts, the 3 fields - destination Email address, subject and body of the
message needs to be filled. The SMTP server information also has to be added -
under Configuration->SMTP. For SNMP Trap, only the destination IP address has
to be filled.

Destination Address: If Destination type is SNMP Trap, then enter the IP address

of the system that will receive the alert. Destination address will support the
following:

- IPv4 address format
- IPv6 address format

If Destination type is Email Alert, then give the email address that will receive the
email.
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Subject & Message: These fields must be configured if email alert is chosen as
destination type. An email will be sent to the configured email address in case of
any severity events with a subject specified in subject field and will contain the
message field's content as the email body.

Add: To save the new LAN destination and return to LAN destination list.

Cancel: To cancel the modification and return to LAN destination list.

Procedure

1. In the LAN Destination Tab, choose the slot to be configured. This should be
the same slot that you have selected in the Alert Policy Entry- Destination
Selector field. That is if you have chosen the Destination Selector as 4 in the
Alert Policy Entry page of Alert Policy Tab, then you have to configure the 4th
slot of LAN Destination Page.

2. Select the slot and click Add. This opens the Add LAN Destination entry.

Add LAN Destination entry

LAN Channel Number 1

LAN Destination 9

Destination Type Snmp Trap v
Destination Address

Usermame

Subject

Message

Add LAN Destination Entry Page

3. In the LAN Destination field, the destination for the newly configured entry is
displayed and this is a read only field.

4. In the Destination Type field, select the one of the types.

5. In the Destination Address field, enter the destination address.

NOTE: If Destination type is Email Alert, then give the email address that will
receive the email.

Select the User Name from the list of users.

In the Subject field, enter the subject.

In the Message field, enter the message.

Click Add to save the new LAN destination and return to LAN destination list.

Click Cancel to cancel the modification and return to LAN destination list.

2 2 © ® N o
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In the LAN Destination Tab, to modify a configuration, select the row to be
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12.

13.

modified and click Modify.

In the Modify LAN Destination Entry page, make the necessary changes
and click Modify.

In the LAN Destination Tab, to delete a configuration, select the slot and click
Delete.
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2.6.14 RADIUS

RADIUS is a modular, high performance and feature-rich RADIUS suite including
server, clients, development libraries and numerous additional RADIUS related
utilities.

In MegaRAC GUI, this page is used to set the RADIUS Authentication.

To open the RADIUS Settings Page, click Configuration - RADIUS from the main
menu. A sample screenshot of RADIUS Settings Page is shown in the screenshot
below.

TYAN®

& root(Administrator)  Refresh ¥ Print  * Logout
Dashboard ~ FRU Information ~ Server Health ~ Component | Configuration | Remote Control  Auto Video Recording ~ Maintenance  Firmware Update. HELP

RADIUS Settings

Checkthe box below to enable RADIUS authentication and enter the required information to access the RADIUS server. Press the Save button to save your changes.
RADIUS Authentication [ Enable
Port
Server Address
Secret

Extended privileges KM | Viledia

@ Internet fav muom -

RADIUS Settings Page
The fields of RADIUS Settings Page are explained below.
RADIUS Authentication: Option to enable RADIUS authentication.

Port: The RADIUS Port number.
Note:
- Default Port is 1812.

Time Out: The Time out value in seconds.
Note:
- Default Timeout value is 3seconds.
- Timeout value ranges from 3 to 300.

Server Address: The IP address of RADIUS server.
Note:
- IP Address made of 4 numbers separated by dots as in "Xxx.XXX.XXX.xXxx".
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- Each Number ranges from 0 to 255.
- First Number must not be 0.

Secret: The Authentication Secret for RADIUS server.
Note:
-This field will not allow more than 31 characters.
- Secret must be at least 4 characters long.
- White space is not allowed.

Save: To save the settings.

Reset: To reset the modified changes.

Procedure

Enable the RADIUS Authentication checkbox to authenticate the RADIUS.
Enter the port number in the Port Number field.

Enter the time out value in seconds in the Time out field.

Enter the address of the server in the Server Address field.

Enter the authentication secret for RADIUS Server in the Secret field.

Click Save to save the entered details.

Click Reset to reset the entered details.

Nooah~wN=
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2.6.15 Remote Session

In MegaRAC GUI, use this page to configure virtual media configuration settings for
the next redirection session. Encryption is disabled by default.

To open the Configure Remote Session Page, click Configuration > Remote
Session from the main menu. A sample screenshot of Configure Remote Session
Page is shown in the screenshot below.

TYAN(®

& root(Administrator)  Refresh ) Print  * Logout
Dashboard  FRU Information ~ Server Health  Component | Configuration | Remote Control  Auto Video Recording ~ Maintenance  Firmware Update HELP

Configure Remote Session

This page is used ta configure virtual media configuration setings for the next redirection session

Keyboard Language English (EN) v
English (EN)
French (FR)
oo £5)

i @it Fa - muoox -
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2.6.16 Services

This page displays the basic information about services running in the BMC. Only
Administrator can modify the service.

To open Services page, click Configuration > Services from the menu bar. A sample
screenshot of Services Page is shown below.

TVAN(®

& root{administrator) (* Refresh %2 Print  * Logout
Dashboard ~ FRU Information ~ Server Health  Component | Configuration | Remote Control  Auto Video Recording  Maintenance  Firmware Update HELP

Services

Below s alist of services running on the BHIC. It shows current status and other basicinformation about the senices. Selecta slot and press "Modify” bution to modify the services configuration.

Humber of Services: 7

# A Service Name Current State Interfaces A ‘Nonsecure Port 3 Secure Port & Timeout Maximum Sessions A Active Sessions
1 web Active eth0 80 443 300 20 1

2 lvm Active eth0 7578 7582 NIA 4 0

3 cd-media Active eth0 5120 5124 NIA 1 0

4 fd-media Active eth0 5122 5126 NIA 1 0

3 hd-media Active eth0 5123 5127 NIA 1 0

3 ssh Active NIA NIA 22 600 NIA NIA

7 telnet Inactive NIA 23 NIA 600 NIA NIA

BT 7 @ Tnternet a - ®ioy -

The fields of Services Page are explained below.
Service Name: Displays service name of the selected slot (read-only).

Current State: Displays the current status of the service, either active or inactive
state.

Interfaces: It shows the interface in which service is running.

Nonsecure Port: This port is used to configure non secure port number for the
service.

- Web default port is 80

- KVM default port is 7578

- CD Media default port is 5120
- FD Media default port is 5122
- HD Media default port is 5123
- Telnet default port is 23
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Note: SSH service will not support non secure port. If single port feature is enabled,
KVM, CD Media, FD Media and HD Media ports cannot be edited.

Secure Port: Used to configure secure port number for the service.

- Web default port is 443

- KVM default port is 7582

- CD Media default port is 5124

- FD Media default port is 5126

- HD Media default port is 5127

- SSH default port is 22

Note: Telnet service will not support secure port. If single port feature is enabled,
KVM, CD Media, FD Media and HD Media ports cannot be edited.

Timeout: Displays the session timeout value of the service. For web, SSH and
telnet service, user can configure the session timeout value.

Note:

- Web timeout value ranges from 300 to 1800 seconds.

- SSH and Telnet timeout value ranges from 30 to 1800 seconds.

- SSH and telnet service will be using the shared timeout value. If the user
configures SSH timeout value, it will be applied to telnet service also and vice versa.
Maximum Sessions: Displays the maximum number of allowed sessions for the
service.

Modify: To modify the existing services.

Procedure

1. Select a slot and click Modify to modify the configuration of the service.
Alternatively, double click on the slot.

Note: Whenever the configuration is modified, the service will be restarted

automatically. User has to close the existing opened session for the service if

needed.

2. This opens the Modify Service screen as shown in the screenshot below.

3. Modify Service

4, Service Name is a read only field

5. Activate the Current State by enabling the Activate check box.

Note: The Interface, Nonsecure port, Secure port, Time out and Maximum

Sessions will not be active unless the current state is active.

6. Choose any one of the available interfaces from the Interface drop-down list.

7. Enter the Nonsecure port number in the Nonsecure Port field.

8. Enter the Secure Port Number in the Secure Port field.

9. Enter the timeout value in the Timeout field.

Note: The values in the Maximum Sessions field cannot be modified.

10. Click Modify to save the entered changes and return to the Services Page.

11.  Click Cancel to exit.
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2.6.17 SMTP

Simple Mail Transfer Protocol (SMTP) is an Internet standard for electronic mail
(e-mail) transmission across Internet Protocol (IP) networks.

Using the MegaRAC GUI, you can configure the SMTP settings of the device.

To open the SMTP Settings Page, click Configuration - SMTP from the main
menu. A sample screenshot of SMTP Settings Page is shown in the screenshot
below.

TYAN®

& root(Administrator)  Refresh ¥ Print
Dashboard ~ FRU Information ~ Server Health ~ Component | Configuration | Remote Control  Auto Video Recording ~ Maintenance  Firmware Update.

SMTP Settings

Manage SWTP settings of the device.
LAN Channel Number 1 v
Sender Address
Machine Name

Primary SMTP Server
SMITP Support Enable

Server Address
[ sTP Server requires Authentication
User Name

Password

econdary SMTP server
SMTP Support O Enapte
Server Address
SMTP Server requires Authentication
User Name

Password

@ Internet v B -

SMTP Settings Page

SMTP Server IP: The IP address of the SMTP Server.
Note:
- IPv4 Address made of 4 numbers separated by dots as in "xXxX.XXX.XXX.xXxx".
- Each Number ranges from 0 to 255.
- First Number must not be 0.
- IPv6 Address made of 8 numbers separated by colon “:” or double colon “::".
Eg: 2004::2010
- Each field ranges from 0 to FFFF.

Sender Address: The email address of the sender valid on the SMTP Server.

Machine Name: Name of the SMTP Server.
- Machine Name is a string of maximum 15 alpha-numeric characters.
- Space and special characters are not allowed.

SMTP Server requires Authentication: Option to enable SMTP Authentication.
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Note: Server Authentication Types supported are:

- CRAM-MD5

- LOGIN

- PLAIN
If the SMTP server does not support any one of the above authentication types, the
user will get an error message stating, "Authentication type is not supported by
SMTP Server"

Username: Username using which you wish to access SMTP Accounts.
Note:
- User Name can be of length 4 to 15 alpha-numeric characters.
- It must start with an alphabet.
- Special characters ','(comma), ":'( colon), ';'( semicolon), ' '(space) and
"\'(backslash) are not allowed.

Password: Password for the SMTP User Account.
Note: This field will not allow more than 19 characters.
- Password must be at least 4 characters long.
- White space is not allowed.

Save: To save the entries.

Reset: To reset the entries.

Procedure

1. Enter the SMTP Server IP in the field given.

2. Enter your email address in the Sender Address field.

3. Enter the IPMI machine name in the Machine Name field.

4. Enable the check box SMTP Server requires Authentication if you want to

authenticate SMTP Server.

Enter your User name in the given field.
Enter your Password in the given field.
Click Save to save the entered details.
Click Reset to update the entered details.

© N o
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2.6.18 SSL

The Secure Socket Layer (SSL) protocol was created by Netscape to ensure
secure transactions between web servers and browsers. The protocol uses a third
party, a Certificate Authority (CA), to identify one end or both end of the
transactions.

Using the MegaRAC GUI, configure SSL certificate into the BMC. Using this, the
device can be accessed in a secured mode.

To open the SSL Certificate Configuration Page, click Configuration - SSL from
the main menu. There are three tabs in this page.

. Upload SSL option is used to upload the certificate and private key file into
the BMC.
. Generate SSL option is used to generate the SSL certificate based on

configuration details.

. View SSL option is used to view the uploaded SSL certificate in readable
format.

A sample screenshot of SSL Certificate Configuration Page is shown in the
screenshot below.

TVAN(®

i root(administrator) " Refresh $3 Print  * Logout
Dashboard ~ FRU Information  Server Health  Component | Configuration =~ Remote Control  Auto Video Recording ~ Maintenance  Firmware Update HELP

SSL Certificate Configuration

This page is used ta configure SSL certificate into the BIIC. Using this, the devics can be accessedina secured mode. Upload SSL option is used to upload the certificate and private key file into the BIC. Generate SSL option is
used to generate the SSL ceriificate based on configuration details. View SSL option is used to view the uploaded SSL ceriificate in readable format.

Upload S5L ‘ ‘ Generate S5L ‘ ‘ View SSL ‘

Current Certificate Thu Jan 100:00-00 1970

Hew Certificate FE. .
Current Privacy Key Thu Jan 100:00:00 1970

Hew Privacy Key FE. .

3 @ e % -] Rk -
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2.6.19 System Firewall

In MegaRAC GUI, the System Firewall page allows you to configure the firewall
settings. The firewall can be set for a range or IP Addresses or Port Addresses. To
view this page, you must at least be an operator. Only administrators can add or
delete a firewall.

To open System Firewall page, click Configuration > System Firewall from the menu
bar.

Advanced Settings

1. Click on the Advanced Settings button. This opens the Advanced Firewall
Settings window as shown below.

Advanced Firewall Settings

Block All Enable

Flush Al Enable

Save Cancel

2. Block All blocks all the incoming IP’s and Port’s. Check this option to enable
this feature.

3. Flush Allis to flush all the system firewall rules. Check this option to enable this
feature.

4. Click Save to save the changes made else click Cancel to go back to the
previous screen.

TYAN(®

i root(adm: r) C Refrash %2 Print % Logout
Dashboard  FRU Information  Server Health ~ Component | Configuration | Remote Control  Auto Video Recording ~ Maintenance  Firmware Updats HELP

System Firewall

Use this page to configure System Firewall setiings. Click “Advanced seftings” button to configure the advanced settings of system firewal. To add a new entry, click "Add” button. To delete a entry, AhancelSeigs
selectit in the listand click “Delete” bution.

IP Address ‘ ‘ Port

Configured IP rule count: 0

L& | ipnP Range P settings .}

Data Not Available

Add

A @ Internet 3 -] mams <
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The fields of System Firewall - IP Address tab are explained below.

IP/IP Address Range: Lists all the IP Address or Range of IP Addresses that are
already configured.

IP Settings: To indicate the corresponding IP Address or range of IP Addresses
rules that Allow or Block.

Add: To add a new entry to the firewall entry either IP or Sections

Delete: To delete the selected slot.

Procedure

To block or allow an IP address or range of IP addresses,
1. Click Add button to add a new rage of IP address.

Add new rule for IP

IPAP Range

IP Settings Block =

| Save | ‘ Cancel ‘

2. In the Add new rule for IP window, Enter the IP address or a range of IP
addresses in the IP/ IP range field.

Note: IP Address will support IPv4 Address format only:

- IPv4 Address made of 4 numbers separated by dots as in XXx.XXX.XXX.XXX.
- Each number ranges from 0 to 255.

- First number must not be 0.

3. Enter the IP settings to be either Block or Allow. IP Settings are used to
dettermine the rule whether block or allow from the configured IP or IP Range.

4. Click Save to save the changes made else click Cancel to go back to the
previous screen.

5. To delete an IP address or a range of IP addresses, select the slot and click
Delete.
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2.6.20 User Management

In MegaRAC GUI, the User Management Page allows you to view the current list of
user slots for the server. You can add a new user and modify or delete the existing
users.

To open the User Management Page, click Configuration > Users from the main

menu. A sample screenshot of User Management Page is shown in the screenshot
below.

TYAN®

5 root(Administrator) ' Refresh $2 Print = Logout
Dashboard ~ FRU Information  Server Health  Component | Configuration | Remote Control  Auto Video Recording ~ Maintenance  Firmware Update HELP.

User Management

The list below shows the current list of available users. To delete or modify a user, selectthe user name from the list and click "Delete User” or “Wodify User”. To add a new user, select an unconfigured slot and click "Add User
Number of configured users: 2

UseriD Username User Access Network Privilege SNMP Status Email ID 3
anonymous Enabled Administrator Disabled ~
root Enabled Administrator Enabled

£ B @ Loternet Za o Mok -

User Management

The fields of User Management Page are explained below.

User ID: Displays the ID number of the user.
Note: The list contains a maximum of ten users only.

User Name: Displays the name of the user.

Email ID: Displays email address of the user.

Network Privilege: Displays the network access privilege of the user.
Add User: To add a new user.

Modify User: To modify an existing user.

Delete User: To delete an existing user
Note: The Free slots are denoted by "~" in all columns for the slot.
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Procedure

Add a new user:

1.

To add a new user, select a free slot and click Add User. This opens the Add
User screen as shown in the screenshot below.

Add User

Username

Password Size @ 16 Bytes O 20 Bytes
Password

Confirm Password

User Access Oenable

Network Privilege Administrator v
Extended Privileges Okvm O vitedia
SNIP Status CEnable

SNWP Access

Authentication Protocol

Privacy Protocol

Email ID

Email Format AMI-Format e

New SSH Key

Add User Page

Enter the name of the user in the User Name field.

Note:

- User Name is a string of 4 to 16 alpha-numeric characters.

- It must start with an alphabetical character.

- It is case-sensitive.

- Special characters ','(comma), ".'(period), ":'(colon), ;'(semicolon), ' '(space),
'I'(slash), '\'(backslash), '('(left bracket) and ')'(right bracket) are not allowed.

In the Password and Confirm Password fields, enter and confirm your new
password.

Note:

- Password must be at least 8 characters long.

- White space is not allowed.

- This field will not allow more than 20 characters.

In the Network Privilege field, enter the network privilege assigned to the
user which could be Administrator, Operator, User or No Access.

In the Email ID field, enter the email ID of the user. If the user forgets the
password, the new password will be mailed to the configured email address.
Note: SMTP Server must be configured to send emails.

In the New SSK Key field, click Browse and select the SSH key file
Note: SSH key file should be of pub type.
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8. Click Add to save the new user and return to the users list.

9. Click Cancel to cancel the modification and return to the users list.

Modify an existing User

1. Select an existing user from the list and click Modify User. This opens the
Add User screen as shown in the screenshot below.
Meodify User H
[ change Password
Password Size 16 Bytes 20 Bytes
Password l:l
Confirm Password l:l
User Access Enable
Network Privlege
Extended Privileges e Elvmedia
SHMP Status Enable
Authentication Protocol
Privacy Protocol
Email Format
Uploaded S5H Key
New SSH Key [ (Rl .

Modify User Page

2. Edit the required fields.
3. To change the password, enable the Change Password option.
4. After editing the changes, click Modify to return to the users list page.

Delete an existing User

To delete an existing user, select the user from the list and click Delete User.
Note: There is a list of reserved users which cannot be added / modified as
BMC users. Please Refer “MEGARAC SP-X Platform Porting Guide” section
“Changing the Configurations in PMC File-> User Configurations in PMC File”
for the list of reserved users.



Important:
Reserved Users: There are certain reserved users which cannot be added as
BMC Users. The list of reserved users are given below,

- sysadmin

- daemon

- sshd

- ntp

- stunnel4
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2.6.21 Virtual Media

In MegaRAC GUI, this page is used to configure Virtual Media Devices settings. If
you change the configuration of the Virtual Media Devices in this page, it show the
appropriate device in the JViewer Vmedia dialog. For example, if you select two
floppy devices in Configure Virtual Media Page, then in JViewer Vmedia, you can
view two floppy device panel.

To open the Virtual Media Devices Page, click Configuration - Virtual Media
from the main menu. A sample screenshot of Virtual Media Devices Page is shown
in the screenshot below.

TYAN(®

 rootAdminisirator) " Refresh. $2 Print  * Logou
Dashboard ~ FRU Information  Server Health ~ Component | Configuration | Remote Control  Auto Video Recording  Maintenance  Firmware Update

Virtual Media Devices

The following option will allow to configure virtual media devices. Below, you can selectthe number of instances that are be supported for each type of virtual media devices
Floppy devices 1 v
CDIDVD devices 1 v
Hard disk devices 1 v

Power Save Mode

= [3 @ Internat G| B -

The following fields are displayed in this page.

Floppy devices: The number of floppy devices that support for Virtual Media
redirection.

CD/DVD devices: The number of CD/DVD devices that support for Virtual Media
redirection.

Harddisk devices: The number of harddisk devices that support for Virtual Media
redirection.

Disable Power Save Mode: To enable or disable the virtual USB devices visibility
in the host.

Save: To save the configured settings.

Reset: To reset the previously-saved values.
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Procedure

1. Select the number of Floppy devices, CD/DVD devices and Harddisk devices
from the drop-down list

Note: Maximum of two devices can be added in Floppy, CD/DVD and Harddisk
drives.

2. Check the option Disable Power Save Mode to disable the virtual USB devices
visibility in the host machine.

3. Click Save to save the changes made else click Reset to reset the previously
saved values.
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2.7 Remote Control

The Remote Control consists of the following menu items.

. Console Redirection

. Server Power Control

. Other Control

. JAVA SOL

A sample screenshot of the Remote Control menu is given below.

TVAN®

# root(Administrator) " Refresh &2 Print * Lagout
Dashboard  FRU Information  Server Health  Component | Configuration | Remote Control ~ Auto Video Recording  Maintenance  Firmware Update HELP

Console Redirection
Server Power Control
Other Control

Java SOL
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2.7.1 Console Redirection

The remote console application, which is started using the WebGUI, allows you to
control your server’s operating system remotely, using the screen, mouse, and
keyboard, and to redirect local CD/DVD, Floppy diskette and hard disk/USB thumb
drives as if they were connected directly to the server.

List of Supported Client Operating System
* winxp

* w2k3 - 32 bit

» w2k3 - 64 bit

» Windows 7 — 32 bit

* Windows 7 — 64 bit

* RHEL 4 - 32 bit

* RHEL 4 - 64 bit

* RHEL 5.4 - 32 bit

* RHEL 5.4 - 64 bit

* RHEL 6.0 - 64 bit

* RHEL 6.0 - 32 bit

* Ubuntu 9.10 LTS - 32

* Ubuntu 9.10 LTS - 64

+ Ubuntu 10.04 LTS - 32 bit

» Ubuntu 10.04 LTS - 64 bit

* Ubuntu 8.10 -32

» Ubuntu 8.10 -64

» Ubuntu 11.10 Server - 32 bit
* Ubuntu 11.10 Server - 64 bit

* OpenSuse 11.2 -32
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» OpenSuse 11.2 -64
*FC9-32
*FC9-64
+FC10-32
*FC10-64
+FC12-32
+FC12-64
+FC13-32
*FC13-64
+FC14-32
+FC14-64
*FC15

+FC 16

*+ MAC -32

* MAC-64

List of Supported Host OS
*RHEL 5

*« RHEL 5.3

* RHEL 5.4

*RHEL 6

* w2k3

* w2k8

» Windows 2008 R2

* Windows 2008 SP 2
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* Win 2012 (64 bit)

* RHEL 4

» OpenSuse 11.2

* OpenSuse 10.x

» Ubuntu 8.10

» Ubuntu 9.10

* Ubuntu 11.04

* Ubuntu 11.10 Server
» Ubuntu Server 12.04 (64)
* SLES 11

* Debian 6

* Cent0S 6.0

TVAN®

i root{administrator) C Refresh ¥ Print -
Dashboard ~ FRU Information  Server Health  Component  Configuration | Remote Control | Auto Video Recording  Maintenance  Firmware

Console Redirection

Press the button to launch the redirection console and manage the server remotely.

Java Console

B E @ Tninet o~ Mo -
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Browser Settings
For launching the KVM, pop-up block should be disabled. For Internet Explorer,
enable the download file options from the settings.

Java Console

This is an OS independent plug-in which can be used in Windows as well as Linux
with the help of JRE. JRE should be installed in the client’s system. You can install
JRE from the following link.

http://www.java.com/en/download/manual.jsp

The Console Redirection main menu consists of the following menu items.
. Video

. Keyboard

. Mouse

. Options

. Media

. Keyboard Layout
. Video Record
. Power

. Active Users

. Help

A detailed explanation of these menu items are given below.
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2.7.1.1 Video

This menu contains the following sub menu items.

Pause redirection: This option is used for pausing Console Redirection.

Resume Redirection: This option is used to resume the Console Redirection when
the session is paused.

Refresh Video: This option can be used to update the display shown in the
Console Redirection window.

Turn Off Host display: If you enable this option, the server display will be blank but
you can view the screen in Console Redirection. If you disable this option, the
display will be back in the server screen.

Capture Screen: This option is used to seize the picture of console redirection.
Full Screen: This option is used to view the Console Redirection in full screen
mode (Maximize). This menu is enabled only when both the client and host
resolution are same.

Exit: This option is used to exit the console redirection screen

ex [10.60.254.72] = 0 fps

Video | Keyhoard Mouse Options Video Record  Power  Active Users  Help Zoom Size : Disabled
Pause Redirection  A1tF B E‘Q
Resume Redirection AR
Refresh Video ane il e

[ Turn OFF Host Display 1t
Compression Mode
DCT Quantization Table

Capture Screen as

Video commands LALT] [LCTRL [RALT| [RCTRL] [Num] [caps] [Scroll
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2.7.1.2 Keyboard
This menu contains the following sub menu items.

Hold Right Ctrl Key: This menu item can be used to act as the right-side <CTRL>
key when in Console Redirection.

Hold Right Alt Key: This menu item can be used to act as the right-side <ALT> key
when in Console Redirection.

Hold Left Ctrl Key: This menu item can be used to act as the left-side <CTRL> key
when in Console Redirection.

Hold Left Alt Key: This menu item can be used to act as the left-side <ALT> key
when in Console Redirection.

Left Windows Key: This menu item can be used to act as the left-side <WIN> key
when in Console Redirection. You can also decide how the key should be pressed:
Hold Down or Press and Release.

Right Windows Key: This menu item can be used to act as the right-side <WIN>
key when in Console Redirection. You can also decide how the key should be
pressed: Hold Down or Press and Release.

Alt+Ctrl+Del: This menu item can be used to act as if you depressed the <CTRL>,
<ALT> and <DEL> keys down simultaneously on the server that you are redirecting.

Context menu: This menu item can be used to act as the context menu key, when
in Console Redirection.

" JViewer [10. 60.254.72] ~ O fps
Video | Keyhoard | Mouse Options M ut VideoRecord Power Active Users  Help Zoom Size : Disabled

T — Ll

i ThuMay 15, 6:25PM @ Su|

7 Full Keyboard Support

Keyhoard commands LaLT] [LcTR [RaLT| [RCTRY Murm [Cas] [scroll
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2.7.1.3 Mouse

Show Cursor: This menu item can be used to show or hide the local mouse cursor
on the remote client system.

Mouse commands LaLT] [eTry RaLT] [RCTRL] [um] [caps] [serol]

Mouse Calibration: This menu item can be used only if the mouse mode is relative.
In this step, the mouse threshold settings on the remote server will be discovered.
The local mouse cursor is displayed in RED color and the remote cursor is part of
the remote video screen. Both the cursors will be synchronized in the beginning.
Please use ‘+’ or ‘-’ keys to change the threshold settings until both the cursors go
out of synch. Please detect the first reading on which cursors go out of synch. Once
this is detected, use ‘ALT-T’ to save the threshold value.

**Show Host Cursor: This option is used to enable or disable the visibility of the
host cursor.

Mouse Mode: This option handles mouse emulation from local window to remote
screen using either of the two methods. Only ‘Administrator’ has the right to
configure this option.

* Absolute mouse mode: The absolute position of the local mouse is sent to the
server if this option is selected.

* Relative mouse mode: The Relative mode sends the calculated relative mouse
position displacement to the server if this option is selected.

¢ Other mouse mode: This mouse mode sets the client cursor in the middle of the
client system and will send the deviation to the host. This mouse mode is specific
for SUSE Linux installation.

Note: Client cursor will be hidden always. If you want to enable, use Alt + C to
access the menu. To view the Supported Operating Systems for Mouse Mode, click
here.
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2.7.1.4 Options

Band width: The Bandwidth Usage option allows you to adjust the bandwidth. You
can select one of the following:

e Auto Detect - This option is used to detect client system keyboard layout
automatically and send the key event to the host based on the Layout
detected.

e 256 Kbps

e 512 Kbps

e 1 Mbps

e 10 Mbps

e 100Mbps

er [10.60.254.72] - 0 fps [BEE

Options | Media Keyboard Layout VideoRecord Power ActiveUsers Help Zoom Size : Disabled

Bandwidth »  AutoDetect B Ee
11 KeyhoardMouse Encryption

© 256 Kbps i
e d hu M
o ¥ 0 512 Khps

Send IPMI Command O 1Mbps

GUI Languages © 10 Mbps.
© 100 Mbps

o] ) ] o o

Keyboard/Mouse Encryption: This option allows you to encrypt keyboard inputs
and mouse movements sent between the connections.

Zoom:
Note: When the mouse is relative, the mouse synchronization will be executed if
the zoom size reaches 100%.
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* Zoom In — For increasing the screen size. This zoom varies from 100% to 150%
with an interval of 10%

* Zoom Out — For decreasing the screen size. This zoom varies from 100% to
50% with an interval of 10%

* Actual Size - By default this option is selected

* Fit to Client Resolution - If the host screen resolution is greater than the client
screen resolution, choose this option to fit the host screen to client screen.

* Fit to Host Resolution - If the host screen resolution is lesser than the client
screen resolution, choose this option to resize the JViewer frame to the host
resolution.

Note: This option can be configured from PRJ in MDS.

 [10.60.254.72] — O £ps [BEE

Zoom Size : Disabled

Bandwidth » E‘ Eé
I~ KeyhoardiMouse Encryption

Zoom Y

Send IPMI Command

GUILanguages © Actual Size
O Fitto Client Resolution

® Fit to Host Resolution

Kt ] e o] 0
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Send IPMI Command: This option opens the IPMI Command dialog. Enter the
raw IPMI command in Hexadecimal field as Hexadecimal value and click Send.
The Response will be displayed as shown in the screenshot below.

“a IPEI Command Dialog X

Hexadecimal [ ASCI

Command :

Hexadecimal ASCH

| I |
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GUI Languages - Choose the desired GUI language.
Request Full Permission - Partially Permitted sessions can use this option to
request the Full permission from the existing full permitted session.

Note: This menu option is available only for partially privileged session and Full
permission sessions will not have this option in the menu.

wer [10.60.254.72] — 0 fps

Options | Megia Keyhoard Layout VideoRecord Power  Active Users  Help Zoom Size : Disabled
Bandwidth = i E &6
KeyhoardiMouse Encryption
oom ) < B8 ThuMay 15, 7:13PM

Send IPMI Command

GUILanguages ¥ © EN-English
© FR- French

K] ] ] b ovs 8
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2.7.1.5 Media

Redirecting the Devices (CD.FDHD) to host
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Virtual Media Wizard

To add or modify a media, select and click Virtual Media Wizard, which pops out a
box named “Virtual Media” where you can configure the media. A sample
screenshot of Virtual Media Page is given below.

ES]

‘4 Yirtual Nedia

Foppy Key Media1

‘ Connect Floppy |

@ Floppy Image ‘ - H Browse

CDIDVD Medial

Connect CD.DVD

@ 1SO Image ‘ - ” Browse
oF
06

[ T»

Hard disk/USB Key Media1

® HDUSB Image ‘ = ” Browse Connect Hard disk/USE Key

() PhysicalDrive1-[H] - USB

A T

) PhysicalDrive0-[C-D-E]- Fixed Drive

Status

Target Drive Connected To Read Bytes
Wirtual Floppy 1 Mot Connected nfa
Virtual CD 1 Mot Connected hia

Virtual HarcdDisk 1 Mot Connected nia Close

Floppy Key Media: This menu item can be used to start or stop the redirection of a
physical floppy drive and floppy image types such as img.

Note: Floppy Redirection is not an available feature on all versions of the
MegaRAC® SPs.

CD/DVD Media: This menu item can be used to start or stop the redirection of a
physical DVD/ CD-ROM drive and cd image types such as iso.

Hard disc/lUSB Key Media: This menu item can be used to start or stop the
redirection of a Hard Disk/USB key image and USB key image such as img.

Note: For windows client, if the logical drive of the physical drive is dismount then
the logical device is redirected with Read/Write Permission else it is redirected with
Read permission only.

For MAC client, External USB Hard disk redirection is only supported.

For Linux client, fixed hard drive is redirected only as Read Mode. It is not Write
mode supported.

For USB key image redirection, support FAT 16, FAT 32 and NTFS.

SPX Stack Media redirection supports only Basic Hard disk Redirection.
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2.7.1.6 Keyboard Layout

Auto Detect: This option is used to detect keyboard layout automatically. The
languages supported automatically are English-US, French-France, Spanish-Spain,
German-Germany, Japanese-Japan. If the client and host languages are same,
then for all the languages other than English mentioned above, you must select this
option to avoid typo errors.

Host Physical Keyboard: This option is to choose the host physical keyboard,
languages supported English, French, German, Spanish,

“a JViewez [10.60.254.72] — 0 fps

Video Keyhoard Mouse Options Media |KeyboardLayout| Video Record Power ActiveUsers Help Zoom Size:: Disahled

)
© German(Germay)
O Spanish

LaLT] [LcTRY [RaLT| [RCTRL] Num] [cans] [serall

Soft Keyboard: This option allows you to select the keyboard layout. It will show
the dialog as similar to onscreen keyboard. If the client and host languages are
different, then for all the languages other than English mentioned above, you must
select the appropriate language in the list shown in JViewer and use the
softkeyboard to avoid typo errors.

Note: Soft keyboard is applicable only for JViewer Application not for other
application in the client system.
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“a JViewer [10.60.254.72] — O fps
Video Keyhoard Mouse Options Media | KeyboardLayout| VideoRecord Power Active Users Zoom Size : Disabled

@ ®

© English(United Kingdom)

© Spanish
© French

© German(Germany)
© Italian

© Danish

© Finnish

© German(Switzerland)

© Norwegian(Norway)
O Portuguese(Portugaly
O Swedish

O Hebrew

© FrenchiBelgium)

© Dutch(Belgiurny

O Russian(Rusia)

© Japanese

O Turkish - F

O Turkish-Q

LaLT] [LcTRy [RaLT| [RCTRL] [Num] [caps] [seroll

Zoom Size : Disabled C

"ellE FRlEE EEfE b
[ [o]o o] ][
r u ofefr]a]
L[] [ et m| |

JaJz]afa]s]s ]z

ins [t [oup]| (o] ¢

|det enapan - [1en [ ap [pun

LaLT] [LcTRy [RaLT| [RCTRL] [Num] [caps] [seroll

79



2.7.1.7 Video Record

“a J¥iewer [10.60.254.72] — 0 fps ==X
Video Keyhoard Mouse Options Media KeyboardLayout |Video Record | Power Active Users Help Zaom Size:: Disabled 6

ES &

Start Record: This option is to start recording the screen.
Stop Record: This option is used to stop the recording.

Settings: To set the settings for video recording.

Procedure

Note: Before you start recording, you have to enter the settings.

1. Click Video Record > Settings to open the settings page as shown in the
screenshot below.

“a ¥ideo Record

Video Length |20 Seconds

Video to be Saved

Browse

Normalized video resolution to 1024 X 768.

This might reduce the video guality! Cancel
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. Enter the Video Length in seconds.

. Browse and enter the location where you want the video to be saved.

. Enable the option Normalized video resolution to 1024X768.

. Click OK to save the entries and return to the Console Redirection screen.
. Click Cancel if you don’t wish to save the entries.

. In the Console Redirection window, click Video Record > Start Record.

. Record the process.

. To stop the recording, click Video Record > Stop Record.
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2.7.1.8 Power

The power option is to perform any power cycle operation. Click on the required
option to perform the following operation.

Reset Server: To reboot the system without powering off (warm boot).
Immediate Shutdown: To immediately power off the server.

Orderly Shutdown: To initiate operating system shutdown prior to the shutdown.
Power On Server: To power on the server.

Power Cycle Server: To first power off, and then reboot the system (cold boot).

o o 6
Immediate Shutdown B E“
superuser

| Orderty Shutdown
Power On Server

Power Cycle Server
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2.7.1.9 Active Users

Click this option to displays the active users and their system ip address.

Zoom Size : Disabled

B

et o] et o o] St
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2.7.2 Server Power Control

This page allows you to view and control the power of your server.

To open the Power Control and Status Page, click Remote Control > Server
Power Control from the main menu. A sample screenshot of Power Control and
Status Page is shown in the screenshot below.

TVAN®

i root(administrator) C Refresh 2 Print  * Logout
Dashboard ~ FRU Information ~ Server Health ~ Component  Configuration | Remote Control | Auto Video Recording ~ Maintenance  Firmware Update. HELP

Power Control and Status

The current server power status is shown below. To perform a power control operation, select one of the options below and press “Perform Action’
Hostis currently on
© Reset Server
© Power Off Server - Immediate
O Power Off Server - Orderly Shutdown
Power On Server
O Power Cycle Server

O Power Button

Perfarm Action

@it o o -

The various options of Power Control are given below.
Reset Server: This option will reboot the system without powering off (warm boot).
Power Off Server — Immediate: This option will immediately power off the server.

Power Off Server — Orderly Shutdown: This option will initiate operating system
shutdown prior to the shutdown.

Power On Server: This option will power on the server.

Power Cycle Server: This option will first power off, and then reboot the system
(cold boot).

Perform Action: Click this option to perform the selected operation.
Procedure
Select an action and click Perform Action to proceed with the selected action.

Note: You will be asked to confirm your choice. Upon confirmation, the command
will be executed and you will be informed of the status.
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2.7.3 Other Control

Select options in the All Others Control Page to Chassis Locate LED, Clear CMOS
and Local Panel Lock control.

TYAN(®

i root(administrator) " Refresh $) Print _* Logout

Dashboard ~ FRU Information ~ Server Health ~ Component  Configuration | Remote Control | Auto Video Recording ~ Maintenance  Firmware Update. HELP

All Others Control

® o
O 15 seconds
O 80 Seconds

O Aways on

Chassis Locate LED

Local Panel Unlocked

Lock Local Panel
Unlock Local Panel

7 @ Internet G oy -
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2.7.4 JAVASOL

This page allows you to launch the Java SOL. The Java SOL is used to view the
host screen using the SOL Redirection. For more details on SOL, click SOL.
To open Java SOL page, click Remote Control > Java SOL from the menu bar. A
sample screenshot of Java SOL page is shown below.

i root(administrator) C Refresh 2 Print  * Logout
Dashboard ~ FRU Information  Server Health  Component  Configuration | Remote Control | Auto Video Recording  Maintenance  Firmware Update HELP
Java SOL
Press the button to launch the Java SOL.
Java SOL
E @ Toternet o~ B -

1. Click the Java SOL button to open the Java SOL window.

' TavasoL [- |5 [x]

Session Help

e ]
e —
Password: ]
Voltle 8t Rate oK -
Non-Volate.BiRate: oK -
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2. Enter the BMC IP address, User Name and Password in the respective fields.
3. Select the Volatile-Bit-Rate and Non-Volatile-Bit-Rate from the drop down lists.

4. Click Connect to open the SOL redirection window as shown in the screenshot
below.

2.8 Auto Video Recording

The Auto Video Recording consists of the following menu items.
. Triggers Configuration

. Recorded Video

A sample screenshot of the Remote Control menu is given below.

TYAN (®

C* Refresh. £ print * Logout
Dashboard ~ FRU Information  Server Health  Component  Configuration ~ Remote Control | Auto Video Recording | Maintenance  Fis HELP

Recorded Video
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2.8.1 Trigger Configuration

This page is used to configure the triggers for various events, which can be used by
the KVM server to perform auto video recording feature.

To triggers for Auto Video Recording, click Auto Video Recording > Triggers
Configuration from the menu bar. A sample screenshot of Triggers Configuration
page is shown below.

TYAN®

i root(Administrator)  Refresh ) Print  * Logout
Dashboard  FRU Information ~ Server Health ~ Component  Configuration  Remote Control | Auto Video Recording | Maintenance  Firmware Update HELP

Triggers Configuration

This page allows the user fo configure the events that will igger the auto video recording function of the KVH server

[ TemperatureNoltage Critical Events [ TemperatureNVoitage Non Critical Events
[ TemperatureNVoltage Non Recoverable Events [ Fan state changed Events

[ watchdog Timer Events [ chassis Power on Event

[ cnassis Power off Event [0 chassis Reset Event

[ particular Date and Time Event

Date:
[ LPC Reset Event

Time:
(hhmmss)

@ Internet fav muom -

The various fields of Triggers Configuration are as follows.

Event List: It shows the list of available events to be configured. The events are
mentioned below.

» Temperature/Voltage Critical Events
» Temperature/Voltage Non Critical Events
» Temperature/Voltage Non Recoverable Events
* Fan state changed Events
» Watchdog Timer Events
+ Chassis Power on Event
+ Chassis Power off Event
* Chassis Reset Event
« Particular Date and Time Event
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* LPC Reset Event

Save: To save any changes made.
Reset: To reset the modified changes.
Procedure

1. Check the events to be enabled.

2. To set particular Date and Time Event, check the option Particular Date and Time
Event.

» Choose the month, day and year from the Date field
* Enter the Time in hh:mm:ss format in the respective fields.
3. Click Save to save the changes.

4. Click Reset to reset the changes made
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2.8.2 Video Recording

This page displays the list of available recorded video files on the BMC. Open Video
Recording page, click Auto Video Recording > Recorded Video from the menu bar.
A sample screenshot of Video Recording page is shown below.

TYAN@®

* roat{Administrator) = Refresh %2 Print * Logout
Dashboard  FRU Information  Server Health ~ Component  Configuration  Remote Control | Auto Video Recording | Maintenance  Firmware Update HELP

Video Recording

Remote Video share is currently disabled. To enable Remote Video share and configure its setings. Click on ‘Advanced Settings’ button. Advanced Settings

Below s a list of available recorded video fles on the BHC. Selectavideo and clickthe “Play Video” button to play the video. Select avideo and click the "Download” bution to download and save the video. Click the “Delete” button
to delete the selected video.

Number of available Video files : 0

# 5 File Name File Information

Data Not Available

il @ et G- B <

The various fields of Recorded Video are given below.
# - The serial number

File Name — The video filename

File Information — Day, date and time of video upload
Play Video — To play the selected video

Download — To download the selected video

Delete — To delete the selected video.
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Procedure
1. Click Advanced Settings.

Advanced Remote Video Settings

Remote Video Support v Enable

Server Address

Source Path

Share Type NFS hd
Usemame

Password

Domain Name

| save | | cancel

a. Click Enable to enable the Remote Video Support.

Note: The Server Address, Source Path and Share Type will be enabled only if the
Remote Video Support option is enabled.

b. Enter the Server Address.

c. Enter the Source Path.

d. Select the Share Type from the drop-down list.

e. Enter the User Name, Password and Domain Name in the respective fields.

f. Click Save to save the settings.

2. Select a video and click the Play Video button to play the video.

3. Select a video and click the Download button to download and save the video.
4. Click the Delete button to delete the selected video.

Note:

A maximum of only 2 Video Files can be recorded and available for access, with
each recording limited to 5 minutes (300 Seconds) if Remote Video Support is
enabled else 5.5MB or 20 seconds whichever is earlier.

If the Recorded Video Files are stored in RAM(Remote Video Support is not
enabled), then those video recordings will not be persistent upon BMC Reboot. If
Remote video Support is enabled recorded video files can be accessible after BMC
reboot. The Play Video and Download video buttons are active only for the KVM
enabled users.

If the Recorded Video Files are stored in RAM, then those video recordings will not
be persistent upon BMC Reboot.
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2.9 Maintenance Group

This group of pages allows you to do maintenance tasks on the device. The menu
contains of the following items:

. Preserve Configuration

. Restore Configuration

TYAN (®

i root(Administrator) " Refresh. 2 Print_ = Logout

Dashboard ~ FRU Information  Server Health  Component  Configuration ~ Remote Control  Auto Video Recording | Maintenance | Firmware Update HELP.

Preserve Configuration

Restore Configuration

A detailed description is give below.
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2.9.1 Preserve Configuration

This page allows the user to configure the preserve configuration items, which will
be used by the Restore factory defaults to preserve the existing configuration
without overwriting with defaults/ Firmware Upgrade configuration.

To open Preserve Configuration page,click Maintenance Group > Preserve
Configuration from the menu bar. A sample screenshot of Preserve Configuration
page is shown below.

Note: You can navigate to the Firmware Update Page and Restore Factory
Defaults by clicking the respective links.

TVAN®

i root(Ad " Refresh 3 Print  * Logout
Dashboard ~ FRU Information ~ Server Health ~Component  Configuration  Remote Control  Auto Video Recording ‘Maintenance‘ Firmware HELP

Preserve Configuration

This page allows youto select the specific configuration items to be preserved i the cases of Restore Configuration”, and "Firmware Update without Preserve Configuration opfion”.
Click here to go to Firmuare Update or Restore Confiquration

Number of Preserved ltems: 1

# 3 Preserve Configuration ffem Preserve Status
1 Authentication ]
2 KW 0
3 SNP O
4 SEL O
5 FRU ]
6 Network 0
7 NTP O
] PHI m}
9 SSH [}
10 SDR O
1 bioscg.conf

7 @ Internet fyv o -

The various fields of Preserve Configuration are as follows.

Preserve Status: To check/uncheck a check box to preserve/overwrite the
configuration for your system.

Check All: To check the entire configuration list.

Uncheck All: To uncheck the entire configuration list.

Save: To save any changes made.

Note: This configuration is used by Restore Factory Defaults process.
Reset: To reset the modified changes.
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2.9.2 Restore Configuration

In MegaRAC GUI, this option is used to restore the factory defaults of the device
firmware. This section lists the configuration items that will be preserved during
restore factory default configuration.

Warning: Please note that after entering restore factory widgets, other web pages
and services will not work. All open widgets will be closed automatically. The device
will reset and reboot within few minutes.

To open Restore Factory Defaults page, click Maintenance > Restore Factory
Defaults from the menu bar. A sample screenshot of Restore Factory Defaults Page
is shown below.

TVAN(®

& root(administrator) ' Refresh ¥ Print - Logout
Dashboard ~ FRU Information ~ Server Health Component  Configuration  Remote Control ~ Auto Video Recording ‘Maimenam:e‘ Firmware Update HELP

Restore Configuration

This page allows you to restore the default configuration for your device. You can select specific configuration items to be preserved by dlicking Enter Preserve Configuration”. Upon “Restore Configuration”, the selected
configuration items wil be preserved while allthe other configuration tems will b restored to their defaultvalues. If none are Selected, allthe configuration tems will be restored to their defautvalues, essentially restoring the
device configuration to is factory defaults

WARNING: Please note that once you enter restore configuration, widgets, other web pages and senvices will notwaork. All open widgets will be closed automatically. The device will reset and reboot within few minutes.

This section lists the configuration items, that will be presenved during restore configuration. Glick “Preserve Configuration” to modify the preserve configuration tems.

# A Preserve Configuration ltem Preserve Status
1 bioscfg conf Presenve
[ Enter Presenve Configuration | [ Restore Configuration |
JFii @ Internet v oo -
Procedure

1. Click Enter Preserve Configuration to redirect to Preserve Configuration page,
which is used to preserve the particular configuration not to be overwritten by the
default configuration.

2. Click Restore Configuration to restore the factory defaults of the device firmware.
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2.10 Firmware Update

This group of pages allows you to do update tasks on the device. The menu
contains of the following items:

. Firmware Update
° BIOS Update
. Protocol Configuration

TYAN®

& root(Administrator) " Refresh. &2 Print = Logout
Dashboard ~ FRU Information  Server Health ~ Component ~ Configuration  Remote Control  Auto Video Recording  Maintenance | Firmware Update HELP
Fimware Update
BIOS Update

Protocol Configuration
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2.10.1 Firmware Update

In MegaRAC GUI, this wizard takes you through the process of firmware upgrade. A
reset of the box will automatically follow if the upgrade is completed or cancelled.
An option to preserve configuration will be presented. Enable it, if you wish to
preserve configured settings through the upgrade.

WARNING: Please note that after entering update mode widgets, other web pages
and services will not work. All open widgets will be closed automatically, if upgrade
process is cancelled in the middle of the wizard, the device will be reset.

NOTE:

The firmware upgrade process is a crucial operation. Make sure that the
chances of a power or connectivity loss are minimal when performing this
operation.

Once you enter into Update Mode and choose to cancel the firmware flash
operation, the MegaRAC card must be reset. This means that you must
close the Internet browser and log back onto the MegaRAC card before you
can perform any other types of operations.

To open the Firmware Update Page, click Maintenance > Firmware Update from
the main menu. A sample screenshot of Firmware Update Page is shown in the
screenshot below.

TYAN(®

& root(Administrator)  Refresh ) Print  * Logout
Dashboard  FRU Information ~ Server Health ~ Component  Configuration ~ Remote Control  Auto Video Recording  Maintenance | Firmware Update HELP

Firmware Update

Upgrade firmware of the device. Press “Enter Update Mode” to put the device in update mode.

The protocol information to be used for firmware image transfer during this update is as follows. To configure, choose ‘Protocol Configuration” under Firmware Update menu.
Protocol Type : HTTPHTTPS

WARNING: Please note that after entering the update mode, the widgets, other web pages and senices will notwork. All e open widgets will be automatically closed. If the upgradation is cancelled in the middle of the wizard,
the device will be resef

[0 Preserve all Configuration. This will preserve all the configuration Settings during the firnware update - imespective ofthe individual items marked as preserve/overwrite in the table below.
Al configuration items below will be preserved as default during the restore configuration operation. Click “Enter Preserve Configuration” to modify the Pres erve status setiings.

# 3 Preserve Configuration ltem Preserve Status
1 Authentication Overwrite
2 KV Overwrite
3 SNMP Overwrite
4 SEL Overwrite
5 FRU Ovenwrite
& Network Overwrite
7 NTF Overwrite
8 IPII Overwrite
a ssH Ovenwrite
10 SDR Overwrite
" bioscfg.conf Preserve
Enter Presene Configuration | Enter Update Mode
7 @ Lnternet G- ook -
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2.10.2 BIOS Update

This page allows you to upgrade BIOS of the device.

To open the BIOS Update Page, click Maintenance - BIOS Update from the main

menu. A sample screenshot of BIOS Update Page is shown in the screenshot
below.

TVAN®

& root(administrator) ' Refresh $2 Print__* Logout

Dashboard  FRU Information Auto Video Recording  Maintenance | Firmware Update HELP

Server Health  Component  Configuration  Remote Control

BIOS Update

Upgrade firmware of the device. Press "Enter Update Mode” to put the device in update mode.

The protocol information to be used for firmware image transfer during this update is as follows. To configure, choose Protocol Configuration’ under BIOS Update menu.
Protocol Type : HTTPHTTPS

WWARNING: Please note that after entering the update mode, the widgets, other web pages and senvices will notwork. All he open widgets will be automatically closed. If the upgradation is cancelled in the middle of the wizard,
the device will be reset

| Enter Update Mode |

@it o o -

97



2.10.3 Protocol Configuration
This page is used to configure the firmware image protocol information.

To open Image Transfer Protocol page, click Firmware Update > Protocol
Configuration from the menu bar. A sample screenshot of Image Transfer Protocol
page is shown below.

TYAN(®

 root{Adminisirater) = Refresh 8 print * Logout
Dashboard ~ FRU Information ~ Server Health  Component  Configuration ~ Remote Control  Auto Video Recording ~ Maintenance | Firmware Update HELP

Image Transfer Protocol

‘The following option allows you to configure firmware image protocol information.
Protocol Type HTTP/HTTPs &
Server Address
Source Path

Retry Count

@ Tnternet Ga | Moo -

The various options of Image Transfer Protocol are given below.

Protocol Type: To transfer the firmware image into the BMC.

Server Address: Server IP address of the firmware image is stored.

Note:

- IP Address made of 4 numbers separated by dots as in “xXxxX.XXX.XXX.XXX".

- Each number ranges from 0 to 255.

- First number must not be 0.

Source Path: Full Source path with filename of the firmware image is stored.

Retry Count: Number of time(s) to be retried when transfer failure occurs. Retry
count ranges from 0 to 255.

Save: To save the configured settings.
Reset: To reset the modified changes.
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Procedure
1. Select the Protocol Type from the drop-down list.

2. If the protocol selected is TFTP, enter the IP address of the server in the Server
Address field.

3. Enter the Source Path in the given field.
4. Enter the Retry Count value.

5. Click Save to save the changes.

6. Click Reset to reset the entered values.
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211 Log Out

To log out of the MegaRAC GUI, click the logout link on the top right corner of the
screen.

&.root(Administrator) " Refresh  $2 Print
Firmware Update

The Log in screen will pop out.

Username:

Password:
Forgot Password?

Regquired Browser Settings

Allow popups fram this site @
Allow file download from this site. (How to n)

Enable javascriptior tnis site @

wom

Enable cookies for tis site @

Itis recommended not to use Refresh, Back and Forward options ofthe
browser.
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3. BMC Port Number

This section will list a table of the BMC Port numbers.

Web Server: 80, 443

KVM: 7578, 7582

CD Media: 5120, 5124

BMC Port Number | FD Media: 5123, 5127

HD Media: 5122, 5126

IPMI: 623

UPnP Discovery: 1900, 50000
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